(IMPORTANT - Read instructions on reverse before completing this form) 


OMB NO. 3090-0Q40 

|KiTE^A6enSy REPORT 1 ^ 

CONTROL NUMBER 


AGENCY INFORMATION 
SECURITY PROGRAM DATA 

2. DEPARTMENT, INDEPENDENT AGENCV ORL5TA6u£htMEfsiT 


1. PERIOD COVERED 

A. FROM 10 _1_94 

BTO 9-30-95 


023O-GSA-AN 


U. S. Department of Agriculture 


telephone | 


d. SENIOR OFFICIAL (Section 6.3 , E.0. 12356) 


Employee Relations Division 
Office of Personnel 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A. TOP SEC RET 


B. SECRET 

C. CONFIDENTIAL 

D. TOTAL 


0 

0 

0 

0 


6. ADDITIONAL DECLASSIFICATION AUTHORITIES 


A. T6P5ECAET-jqq- 

B. SECRET Q 

C. CONFIDEI^IAL 

O. TOTAL q 

7. CLASSIFICATION 
DECISIONS 

ORIGINAL 

DERIVATIVE 

(c) 

DATE OR EVENT 

(a) 

ORIGINATING AGENCY'S 
DETERMINATION REQUIRED 
(OAD.R.I 

(b) 

A. TOP SECRET 

0 

0 

0 

B. SECRET 

0 

0 

i 

C. CONFIDENTIAL 

0 

0 

264 


CASES FOR WHICH AGENCY IS RESPONSIBLE FOR FINAL DECISION 


O. IV1MINUM- 

TORY 

REVIEW 

CASES 

CARRIED 

nv/po FPDM 

NEW 

p/VCCC 



DECLASSIFICATION DECISIONS 
(Report In cates, documents, and pages) 



CASES 

CARRIED 

OVER TO 

NEXT 

PERIOD 

REQUESTS 

AND 

APPEALS 

uvcn r nLJivi 

PREVIOUS 

PERIOD 

LAofcb 

RECEIVED 

GRANTED IN FULL 
(c) 

GRANTED IN PART 

(d) 

DENIED 

(e) 

(a) 

(b) 

CASES 

DOCS. 

PAGES 

CASES 

DOCS. 

PAGES 

CASES 

DOCS. 

PAGES 

(f) 

A. REQUESTS 

l 

3 

4 

12 

22 

0 

0 

0 

0 

0 

0 

0 

B. APPEALS 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 


OF FORMAL I 


nsPectTons, 


A. reviewed 


9. SYSTEMATIC REVIEW FOR DECLASSIFICATION (in page .> 


0 


B. DECLASSIFIED 
0 


SURVEYS, OR PROGRAM REVIEWS 
0 


11. NUMBER OF INFRACTIONS INVOLVING: 


A. OVERCLASSIFICATION 

0 

B. UNO ERC LASS IF 1C AT ION 

0 

C. CLASSIFICATION WITHOUT 
AUTHORITY 

£J.'fol§MARKING 

0 

E. IMPROPER 
DESTRUCTION 

0 

F. UNAUTHi 
ACCESS 

0 

ORIZED 

G. IMPROPER 
STORAGE 

0 

H. IMPROPER 

REPRODUCTION 

0 

1. IMPROPER 

TRANSMIJ 

0 

SSION 

J. OTHER (Elaborate 

under Item 12) 

0 


12. REMARKS 


STAN OAR O FORM 311 (REV. 443) 


311-102 





























































±±/ x.'tf O u xnu U 0 ,i )0 TAA £U£ Oilli U081 


USD A HKM ERD 


] 003 


(IMPORTANT - Read instructions on reverse Mot9 completing this form) 


1. PERIOD COVERED 

A. FROM 

10-1-95 

a .to 

9-30 96 


OMB NO. 3090-0049 

INTERAGENCY REPORT 
CONTROL NUMBER 

023043 SA'AN 


AGENCY INFORMATION 
SECURITY PROGRAM DATA 

£ D^ P ArTmEnt *" . ' In P SpEno&CT ASEnCv gP KtABL 15HB ff WT 

U. S. Department of Agriculture 


a. SENIOR o Fr ICTAlTTScc rfoii £3, E.O. iMHT 




Employ^^^^^^^^^^^clopmentDivision 
Human Resources Management 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A. T<5F SCcRET ‘ “ 

■fi. SECRET 

C. CONFIDENTIAL 

cS.toT^l 

0 

0 

0 

0 


A ToF SECRET -“ 

rSFCkCT -- 

C. CONFIDENTIAL 

o.ToT*l- 

7. CLASSIFICATION 
DECISIONS 

ORIGINAL : 

DERIVATIVE 

<c> 

DATE OR EVENT 

(a) 

ORIGINATING AGENCY'S 

DETERMINATION REQUIRED 
(O.A.D.R.) 

(b> 

A. TOP SECRET 

0 

0 

0 

B. SECRET 

0 

0 

10 

C. CONFIDENTIAL 

0 

0 

232 = <^4^L 


CASES FOR WHICH AGENCY IS RESPONSIBLE FOR FINAL DECISION 


a, MMIMUM- 

TORY 

REVIEW 

CASES 

CARRIED 

nwccj ennui 

NEW 
r«ce c 



DECLASSIFICATION DECISIONS 

fRuporx tn cum as, document*, and PogiB) 



CASES 

1 CARRIED 

owed Tn 

REQUESTS 

AND 

APPEALS 

VJVtn r nUNl 

PREVIOUS 

PERIOD 

RECEIVED 

GRANTED IN FULL 
(cl 

GRaNTCD IN PART 

(d) 

DENI UP 
<e> 


uvcn I u 

NEXT 

PERIOD 

(a) 

(b) 

CASES 

OOCS. 

PAGES 

CASES 

DOCS. I PAGES 

CASES 

DOCS. | 

| pages 

<f) 

A. REQUESTS 

0 

i 

0 

0 

JO 

0 

0 

0 

0 

0 

0 

0 

B. APPEALS 

0 

0 

0 

0 

0 

0 

0 

3 

0 

0 

0 

0 


A. REVIEWED 


0 


9, declassified 

1 


SURVEYS, or 

0 


ORMAL 

progr> 


AM REVIEWS 


1ST 


A. OVESCLASSIFICATION 

0 

a. UNDERCLASSIF(CATION 

0 

C, CLASSIFICATION WITHOUT 

AUTHORITY 

0 

O. MISMARKINC 

0 

E. IMPROPER 

OEST RUCTION 

0 

F. UNAUTH' 

ACCESS 

0 

ORIZED 

O. IMPROPER 

STORAGE 

0 

F. iMPTJOPrR- 

REPRODUCTION 

0 

1. IMPROPEI 

transmi: 

0 

SSlOfl 

J. OTHER (Ebborope 

under item It) 

0 


12. REMARKS 


311-102 


STANDARD FORM 311 (REV. 4 -B 3 ) 
ProsirlBed fcy Q 5 A/ISOO 






































































AUTHORIZED fOR LOCAL HEPROOUCTKMl PREVIOUS EOI «M UMO AOL&. 


(IMPORTANT — Read Instructions on reverse before completing this form) 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


INTERAGENCY lEPOFTT I 

CONTROL NUM ER 

0230-1IAR-AN 


1. FBCALVE/ A COWERED 

FY L997 


2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 

U. s. Department of Agriculture 


4. SENIOR AGENCY OFFICIAL (Section 3. 8. £Q I2asa) 

irector 



3. CONTACT FOR ADDITIONAL INFORMATION (Nov . oitha ana 

Office of Human Resources Msngement 
Employee Relations and Dev. Eivision 


7. MANDATORY 
REVIEW 
REQUESTS 


A. REQUESTS 


a APPEALS 


CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PEHIOO 

W 


NEW CASES 
RECEIVED 

M 


A. TOP SECRET 

1 0 

a SECRET 

0 

C. CONFIDENTIAL 

0 

a TOTAL 

0 


6. NUMBER OF CLASS 

ItFlCtfnON DECISIONS 


classification 

LEVEL 

ORIGINAL CLaSSIRCATION 

DEI VOTIVE 

DECLASSIFY M 10 YEARS 

OR LESS 

(■) 

EXEMPT FROM DECLASSIFICATION 

IN 10 YEARS 

(b) 

A. TOP SECRET 

0 

0 

0 

a SECRET 

0 

0 

29 

C. CONFIDLN HAL 

0 

0 

6 



S. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


CASES 
CARRIED 
OVER TO 
NEXT 
PERIOO 

(e) 


& PAGES DECLASSIFIED: AUTOMATIC DECLASSIFICATION AND 
SYSTEMATIC REVIEW FOR DECLASSIFICATION 
(Sections 3.4 and as ot EO 12958) 


DECLASSIFICATION DECISI JNS 
(Report In pages) 


GRANTED in 
FULL 

M 


GRANTED IN 
PART 

« 


DENIED 

n 


a INTERNAL AGENCY OVeRSIQMT 

Number of Formal Inapactiona, Survaye, or Pro ram Reviews 


10. EXPLANATORY COMMENTS , 

(Uatt tfVs space to moborma on ary aoajcn at tfvb form, tfmart apaco I* no&ed, use a blank sneot(s) et pepar andata hKrtymJ 


I 


STANQAI 0 FORM 911 (PEV. 
Pi Matted by HARM 
go IBBUD BJX- 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 












































































rnmnUBSP ran local nanooucnoK raBdoua eoi tom unusable. 


(IMPORTANT — Road Instructiona on revena baton completing this form) 


INTERAGENCY lEPORT 
CONTROL NUM l£R 

0230- lAR'AN 


I.RSCALYEi RCOVERED 

FY :998 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 

2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 1a. CONTACT FOR ADDITIONAL INFORMATION (Nam oOcaem 

U. S- Department of Agriculture 


4. 8ENI0H AGENCY OFFICIAL (Saetton 5. ft £.0. 120681 


)ff ice of Human Resources Man* gement 
iloyee Relations and Dev. D vision 


B. PAGES DECLASWRED: AUTOMATIC DECLASSIFICATION AND 
SYSTEMATIC REVIEW for declassification 
(S ections 33 and S3 at EO 12838) 


7. MANDATORY 
REVIEW 
REQUESTS 

CASES 

CARRIED 

OVER FROM 

THE PREVIOUS 
PERIOD 

(a) 


cases 

CARRIED 

OVER TO 

NEXT 

PERIOD 

to 

DECLASSIFICATION decisii ns 
('R eport In pages) 

NSW CASES 
RECEIVED 

P> 

qranteo in 
FUU. 

to 

ORANTEDiN 

part 

« 

; 

DENIED 

W 

A. REQUESTS 

0 

0 

0 

0 

0 

—2 

& APPEALS 

0 

0 

c 

) 

0 

0 

0 


5. NUMBER OP ORIGINAL CLASSIFICATION AUTHORITIES 

A. TOP SECRET 

0 

a SECRET 

0 

C, CONFIDENTIAL 

0 

a TOTAL 

0 


6. NUMBER OF CLASSFICATION DECISIONS 

CLASSIFICATION 

LEVEL 

ORIGINAL CLASSIFICATION 

OEP VAHVE 

SO 

DECLASSIFY IN 10 YEARS 

OR LESS 

w 

EXEMPT FROM OECLASStFlCXTION 

IN 10 years 
to 

A TOP SECRET 

0 

0 

n 

a SECRET 

0 

0 


C. CONFIDENTIAL 

0 

2 

■id 


9L INTERNAL AGENCY OVERSIGHT 

Numbir of Formal Inspections, Survoys, or Pro* -am Revls 


(Itmthk) 


ia EXPLANATORY COMMENTS 

an or* section of IHttvm. Item apace la Hoaded, ueeat*ankshe9f3)afpapi*anai 


trtom.) 


Outuliei 12, 1SfCTSH liininKei." 
continue to provide monthly briefings for cleared p ersonnel. s nee y e 
“Tiave flft~gCT7ferninehT: coircrSits on classified information no dec is .one 


are generated. No, we don't use a sampling niQth ad-^t- 
information for SF 311 report. 


Section 3.4, ^^2,^ ^1.3 # • 1.6 # 1.8 and 1 ..9 are covered _in Secrelta«J _it- 

G 1 ior: jiu 11 1 i hm&mme ^jf OLiubui 12, 1933 LU jitven LamnxejL. ttfe 


-col .lact- 



i*sr«!Sr 


NATIONAL AACHIVeS AND RECORDS ADMINISTRATION 


STMMM FORM311 (REVV 
P(« o1MbyNARA/» 




















































































Noy-10-1999 11 :41am FroiHJSDA/OHRM/ERDD 


^ucosuutiai 


fcwli r-uu«afuuj i 


{IMPORTANT - Read instructions on reverse before completing this form) 


STSSJSSKV ritKAY 

CONTROL NUMBER 

0230-NAR-AN 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


12 Department, nisepbJdcnTagency on establishment 

U. S. Department of Agriculture 


rsiA 


1. Fiscal YEAR covered 

FY 1999 


4. SENIOR AGENCY OFFJOAuSSiS S.S, E.O. 129S8I 

miPiWiqiriTfrl Director 


3.CCXTAC^0RAD0lin0NA^FO»<AT10JMNao^tfic^jA 

Office of Human Resources Management 
Employee Relations and Dev. Division 


*noJ 



5. NUMBER OF ORIGINAL C 

OSSIFICATION AUTHORITIES 

A. TOP SSdter 

0 

B. SECRET 

0 

C. CONHDENTIAL 

0 

D. TOTAL 

0 

6. NUMBER OF CLASSIFICATION DECISIONS 


ORIGINAL CLASSIFICATION 


CLASSIFICATION 

level 

DECLASSIFY IN 10 YEARS 

OR LESS 

EXEMPT FROM DECLASSIFI¬ 
CATION IN 10 YEARS 

DERIVATIVE 


(a) 

(b) 


A. TOP SECRET 

U 

U 

u 

B. SECRET 

0 

0 

36 

c. CONFIDENTIAL 

0 

0 

14 



CASES 


CAS 

ES 

DECLASSIFICATION DECISIONS 

7. MANDATORY 

CARRIED 


CARRIED 


(Report in pages) 


REVIEW 

OVER FROM 

new cases 

OVER TO 




REQUESTS 

THE PREVIOUS 

RECBVED 

NEXT 

GRANTED IN 
FULL 

GRANTED IN 
PART 

DENIED 

I 

PERIOD 


PERIOD 




| 

(a) 

(b) 

(cl 

(d) 

(e) 

(f) 

A. REQUESTS 

0 ! 

0 

0 

0 

0 

0 

B. APPEALS 

0 

0 

0 


0 

0 

0 


flE^IGW FDR DECLASSIFICATION (Sections3 . 4 and 3.0 of EO 1 2866) 

o 


•.INTERNAL AGENCY OVERSIGHT 

Mumbw <fi Formal Inspections, Sgf^ys, or Program Review* 


0 


10. explanatory comments 


(Use this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 

■ sinc e- a d vising other guvcmmeut agen c ies uf tlie - Ociuber ly9i ~ menmrmidura ffORl Eftfi 5&fl3 T aiy t fcrSteVS - 

Garfinkel, which says we will declassify all classified documents that are over 25 years old, these agencies 

(State and CIA) have not forwardecTany requests for this Department’s review. 


ATIONAL archives and records administration 


AUTHORIZED for local reproduction 

Prvvioufl edition is unusable 


STANDARD FORM 311 iREV. 7-97) 

Prescribed by NAFWISOO 
32 CFR 2001.60 5.0. 12868 

















































• a gr -e e y 2001 15:26 


20272064 SS 


PAGE 02 


(IMPORTANT - Read instructions on reverse before completing this form) 


CONTTWL NUMBER 

0230-NAR-AN 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


1 . fiscal year covered 

2- Cr&c? 


3.C0NTACt FOR AOOmONAL INFOftMATlON IN«r». »nd to*M>hon»no,i 


" department, woependent asency oft ESTABLISHMENT 

(_\ n^Cvcu (4u c4L 

T. SENIOR ASENCY OFFICIAL ts action 3.6. 6.0. 129S8I 


-w>, 


•\oc> Xn 

(uJ3<,U ^ w, T> C 'Zo'ZSO 

N y A 



5. NUMBER Of ORIGINAL CLASSIFICATION'AUTHORITIES 


A. TOP SECRET 

o 

a. SECRET 

O 

C. CONFIDENTIAL 

o 

afoYAl--- 

O 

6. NUMBER OF CLASSIFICATION DECISIONS 

CLASSIFICATION 

LEVEL 

ORIGINAL classification 

DERIVATIVE 

declassify IN 10 years 

OR LESS 

(a) 

EXEMPT FROM DECLASSIFI¬ 
CATION IN tO YEARS 

!b]: 

A. TOP SECRET 

0 * 


1 (a 

B. SECRET 

0 ^rr ^ 

i 

t o <3 

C. CONFIDENTIAL 



3 1 


7. MANDATORY 
REVIEW 
REQUESTS 


CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PERIOD 
(a) 


NEW CASES 
RECEIVED 

lb) 


CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 
(C) 


DECLASSIFICATION DECISIONS 
(Report in pages) 


GRANTED IN 
FULL 

tdl 


GRANTED IN 
PART 

(el 


DENIED 

' m 


a. REQUESTS 


B. APPEALS 


Q.FAGES DECLASSIFIED: AUTOMATIC DEOASSIRCATON AND SYSTEMATIC 
REVIEW FOR DECLASSIFICATION (Section* 3.4 »nd3.5 ol EO I2958J 


9.INTERNAL agency oversight 

dumber of Form*I In tcxwrtJortf, Survey*, ot Program FWvicwv* 


10. EXPLANATORY COMMENTS 

(Use this space to elaborate on any section of this form. If more space is needed, use a bionic sheet(s) of paper and attach to 


^ USbA- ri.Uo kixa~e 





I . t\\l aaA. ()4:A ,-j •SAjUid!cHhfi- 




ajZwT Ld. _c.—tslCt 

(Mub, 



national ARCHIVES AND PECORM ADMINISTRATION AUTHCftZEO FOR LOCAL REPRODUCTION 

Prvwiout etiitien it unuaeM* 


STANDARD FORM 311 iwev. ra: 

Proofs HaAa/ISOC 
32 CFR 2001 .BO E.0, 12951 


































































{IMPORTANT - Read instructions on raverse before completing this form) 

INTERAGeNCY REPORT 1 

CONTROL NUMBER 

0230-N AR-AN 

AGENCY SECURITY CLASSIFICATION 

MANAGEMENT PROGRAM DATA 

1. FISCAL YEAR COVERED 

5C0I 

2. DEPARTMENT, INDEPENDENT agency or estasi ishment 

Li. 3 be. par -1 mcn-1 of Oq(\ Ctuitu c 

3.CONTACT FOR ADDITIONAL INFORMATION iNamo. offfc*, and wlaphon* no.J 

Ip. u)l Vl oi C i') 

a. SENIOR AGENCY OFFICIAL (Section 5.6. E.O. 12956) 


A. TOP SECRET 

9. SECRET 

0 

C. CONFIDENTIAL 

0 

/ 

D.TOTAL 

0 

6. NUMBER OF CLASSIFICATION DECISIONS 

CLASSIFICATION 

LEVEL 

ORIGINAL CLASSIFICATION 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

fa) 

EXEMPT FROM OECLASSIFF 
CATION IN 10 YEARS 

lb) 

A. TOP SECRET 

0 

o 

1 

B. SECRET 

0 

0 

131 

C. CONFIDENTIAL 

f 



si 

7. mandatory 

REVIEW 

REQUESTS 

CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PERIOD 
(a) 

NEW CASES 
RECEIVED 

lb) 

CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 

Id 

DECLASSIFICATION DECISIONS 

fRepoir in pages) 

GRANTED IN 
FULL 

(d) 

GRANTED IN 
PART 

(e) 

DENIED 

(f> 

A. REQUESTS 

O 

C' 

Cx 


C*' 

e:: 

B. APPEALS 

Q 

o 

rj 

Q 



9. PAGES DECLASSIFIED: AUTOMATIC DECI-ASSIRCa DON AND SYSTEMATIC 

REVTF W FOR 0€CLaSSIRCaT|ON (Sections 3. A sod 3.5 of EO 12958) 

9. INTERNAL AGENCY OVERSIGHT 

Numbwof Formal ln«p«cxjoru. Surveys, or Program Revia^s 

10. EXPLANATORY COMMENTS 

(Uss this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 









NATIONAL ARCHVSS ANO RECORDS ADMINISTRATION 


AUTHORIZED POR LOCAL REPRODUCTION 
PrruioUs cdio sn a unusable 


STANDARD FORM 311 {HEV. 7-97) 

Pr^fibad by NARA/1SOO 
32 CFR 2001.50 E.O. 12959 






















































jRTANT - Read instructions on reverse before completing this form) 


TntcSaoenc* report 

CONTROL NUMBER 

0230-NAR-AN 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


I. FISCAL re*A COVERED 

3002 


OgPARTMSNT. IMOEPgNOfNT AGENCY OR ESTABLISHMENT 

ID .9. DtPQf+ma>V of floricuU-Ltyc. 


i 



ATI ON (Name. office, end telephone no.) 


icf, Personnel \ 'bocunxal- ScourrW 



5 NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A, TOP S6CRFJ1 

k o 

0. SECRET v 

k 1 

c. confidential 

k 

D. TOTAL 

V 1 

6. NUMBER OF CLASSIFICATION DECISIONS 

CLASSIFICATION 

LEVEL 

ORIGINAL CLASSIFICATION 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

(al 

EXEMPT FROM DECLASSIFI- 
CATION IN 10 YEARS 

(b) 

A TOP SECRET 

0 

0 

8 

B. SECRET 

& . , 

. 0 

£1 

C. CONFIDENTIAL 

0 

0 

ao 


7. MANDATORY 
REVIEW 
REQUESTS 

CASES 
CARRIED 
OV/ER FROM 

THE PREVIOUS 
PERIOD 
(a) 

NEW CASES 
RECEIVED 

(b) 

CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 

10 

DECLASSIFICATION DECISIONS 
(Report In pages) 

GRANTED IN 
FULL 

Id) 

GRANTED IN 
PART 

(e) 

DENIED 

JfL 

A. REQUESTS 

0 

0 


0 

. 0. 

<zS 

B. APPEALS 

,R 

_ 



0 

_ 

_ 


3. PACES DECLASSIFIED: AUTOMATIC 0 EC LAS SR CATION AND SYSTEMATIC 
REVIEW FOR D6CLA551RCATION (Sections 3 4 and 3.5 of EO 1 29581 


►.INTERNAL AGENCY OVERSIGHT 

Number of Formal Inspections, Surveys, or Program Reviews 


10. EXPLANATORY COMMENTS 

(Use thi$ space to elaborate on any section of this form. If more space is needed, use a blank sheetlsl of paper and attach to 


IBDfl boas grom-ld OCft in £009. ux have nd- ekekd our 

rnUWiU| -to fWCm OCA nl 4hjs 4-ime. 


NATIONAL ARCHIVES anD RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION ST AN DARD FORM 311 (REV. 7-971 

Previous edition is unusable Prescribed fcv NAAa/ISOO 

32 CFR 2001.60 £.0. 12950 


TOTAL P.02 





















































NOU-10-2003 14:02 


USDft/OPPM 


202 720 7709 P.02/02 


(IMPORTANT - Read instructions on reverse before completing ibis form) 

l^fRAGENCY R^POrtT 

CONTROL NUMBER 

0230-NAR-AN 

AGENCY SECURITY CLASSIFICATION 

MANAGEMENT PROGRAM DATA 

1 . fiscal year covered 

2003 

2, DEPARTMENT, INDfePEND6NT AGENCY OR ESTABLISHMENT 

Department of Agriculture 

3.CONTACT FOR ADDITIONAL INFO 

H MAHON INarr*, offtta, and telephone no.) 

Security Staff 

4. SENIOR AGENCY OFBClAUSertinn 6.8. E.0.129581 

Mr. John Surina. Aset Secretary for Admin 

Chief^Information 

5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 

A TOP SECRET 

0 

a SECRET 

1 

C CONFIDENTIAL 

0 

D. TOTAL 

1 

6. NUMBER OF CLASSIFICATION DECISIONS 

CLASSIFICATION 

LEVEL 

ORIGINAL CLASSIFICATION 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

(a] 

EXEMPT FROM DECLASSIFI¬ 
CATION IN 10 YEARS 

lb) 

A. TOP SECRET 

0 

0 

2 

B. SECRET 

0 

2 

37 

C. CONFIDENTIAL 

0 

0 

10 

7. MANDATORY 
REVIEW 
REQUESTS 

CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PERIOD 
(a) 

NEW CASES 
RECEIVED 

(b) 

CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 
<c) • 

DECLASSIFICATION DECISIONS 
(Report in pages) 

GRANTED IN 
FULL 

GRANTED IN 
l PART 

ie) 

DENIED 

If) 

A. REQUESTS 

n 

G 

0 

0 

0 

0 

B. APPEALS 

0 

0 

0 ! 

Q 

0 

0 

8. PAGES DECLASSIFIED: AUTOMATIC DECLASSIFICATION AND SYSTEMATIC 

REVIEW FOR DECLASSIFICATION (Sectiom 3.A and 3.S of EO 12958) 

0 

Number of Formal Inspections. Surveys, or Program Reviews 

0 

10. EXPLANATORY COMMENTS ' 

(Use this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 

• 






1 


NATIONAL ARCHIVES AND RECORDS ADMNSTRAT10N AUTHORIZED FOR LOCAL RCfTOOUCTION STANDARD FORM 311 (REV. 7-971 

Previous edraon b unuceM* Prescribed by NARA/ISOO 

32 CFR 2001.60 6-0.12956 


TOTRL P.02 


















































AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 


(Submissions must be unclassited and typewritten, and reach the Information Security Oversight Office QSOO) r>o later than November 15 folowing the reporting period.) 


PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 

FY04 

2. Identify the Department, Independent agency or Establishment that is covered by this report. 

US Department of Agriculture 

3. Enter the name, title, address, phone, fax, and email address of the Senior Agency Official (as defined in EO 12958, as amended, 

Section 5.4(d)) responsible for this report. 

Mr. John Surina, John.Surina@usda.gov, 1400 Independence Ave., S.W., Wash., DC 20250 
Deputy Assistant Secretary for Adminstration. 

4. Enter the name, title, phone, fax and email address for Ihe point-of-contact responsible for answering questions about this report. 

1400 Independence Ave., S.W., Washington, DC 

Chief, Information Security Staff 

20250 

PART B: Officials with Original Classification Authority 




5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 


5. 

0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 


6. 

1 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 


7. 

0 

8. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 


8. 

1 

PART C: Original Classification Decisions 

. It also meets the following 

xnid reasonably be 
rdissemination or retention, 

<• 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

9. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10) 


11. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 


12. 

0 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 


13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 


u. 

-0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 

declassification instructions of 10 years or less. 


15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions madeduringthe reporting period with 

declassification instructions ranging from over 10 years to 25 years 


16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 


17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11,14, & 17) 


18. 

0 

PART D: Derivative Classification Decisions 

Derivative classification is the incoipoiating, paraphrasing, restating, or generating in new form information that is already classified. This includes classification based 
on classification glides or other source documents. (Provide information only on derivative classification dedsions contained in finished products for dissemination or 
retention, regardless of the media. Do not count reproductions or copies ] 

19. Enter the number of derivative TOP SECRET classifications during the reporting period. 


19 

3 

20. Enter the number of derivative SECRET classifications during the reporting period. 


20. 

28 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 


21. 

1 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 


22. 

32 
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Enter the Fiscal Year that this report covers. 

FY04 

Identify the Department, independent agency or establishment that is covered by this report. 

US Department of Agriculture 

~ PART E: Mandatory Declassification Review Requests and Appeals 

A "request*Js an individual review request or appeal, regardless of number of documents or pages to be reviewed as part of the request. 
Report only requests for your agency in which your agency Is responsible for the final decision, Wfease provide an explanation in Part I below 
where the number of requests or a ppeals carried forward between reporting periods changes. ___ 


23. Enter the number of requests carried over from the previous reporting period. 

23. 

0 

24. Enter the number of new requests received during the reporting period. 

24. 

1 

25. Enter the number of requests carried over to the next reporting period. 

25. 

1 

26. Enter the number of appeals carried over from the previous reporting period. 

26. 

0 

27. Enter the number of new appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals carried over to the next reporting period. 

28. 

0 

HURT 1! Matidatbry Declassification Review Decisions In Faslii 


29. Enter the number of requested pages that were declassified in full. 

29. 

10 

30. Enter the number of requested pages that were declassified in part. 

30. 

0 

31. Enter the number of requested pages that were denied declassification. 

31. 

0 

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31) 

32. 

. 

10 

33. Enter the number of appealed pages that were declassified in full. 

33. 

0 

34. Enter the number of appealed pages that were declassified in part. 

34. 

0 

35. Enter the number of appealed pages that were denied declassification. 

35. 

0 

36. Total number of appealed pages acted on. (Sum of blocks 33, 34, & 35) 

36, 

0 

PART G: Automatic Declassification and Systematic Review 

:;g§ff 


37. Enter the number of pages reviewed during the reporting period that were subject to declassification under 

Sections 3.3 & 3.4, E012958, as amended. 

37. 

10 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 

38. 

10 

PAR? H; Internal Agency Oversight : 

1 

39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reporting period. 

39. 

2 

40. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (See EO 12958 as amended, Section 1.8) 

40. 

0 

PART® Explanatory Comments 


V 


Use this space to elaborate on any section of this form. If more space is needed[ provide as an attachment to this form. Provide explanations for any significant 
changes in trends/numbers from the previous year’s report _ 


Part H, Question 39. 

USDA reviewed many programs this year for possible candidates for original classification and 
derivative classification. More formally, the Foreign Agricultural Service has completed several 
internal no-fault inspections with the assistance of the USDA Information Security Staff. As a 
result, a total of 58 bags of classified material have been burned. The Animal and Plant Health 
Inspection Service has also conducted a self inspection of their information security program. 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

( Submissions must be unclassified and typewritten, and reacn tna informHilcn S ecurfty Ov eralgm Office (13001 no lator then November 15 following the reporting portod.) 




1. Enter the Fiscal Year that this report covers* 

FY05 


2. Identify the Department, independent agency or Establishment that is covered by this report 

United States Department of Agriculture 


3. Enter the name, title, address, pnone, fax. and email address of the Senior Agency Official (as defined In EG 12958, as amended, 

Section 5.4(d)) responsible for this report. 

Mr. John Surina, John.Surina@usda.gov, 1400 Independence Ave., S.W., Wash, DC 20250 
Deputy Assistant Secretary for Administration 


4. Enter the name, title, phone, fax and email address for the polntof-contact responsible for answering questions about this report. 

m^^^|@usda.gov, 1400 Independence Ave., S.W., Wash, DC 20250 
Chief, Information Security Staff 






6. 

0 

6. 

1 

7. 

0 



6. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enter the number of agency officials whose highest level of original classification authority Is CONFIDENTIAL 

8. Total number of officials with original classification authority. (Sum of blocks 5.6. & 7) 



9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 

Instructions of 10 years or less. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
Instructions ranging from over 10 years to 25 years. 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9& 10) 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
Instructions of 10 yearn or leas. 

13. Enter the number of original SECRET classification decisions made during the reporting period with do classification 
instructions ranging from over 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 

declassification Instructions of 10 years or b&s. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

18. Total number of original classification decisions. (Sum of blocks ii, 14. &17) 


10 . 




12 . 


13. 


15. 


16 . 


mmm? 



19. Enter the number of derivative TOP secret classifications curing tne reporting period. 

20. Enter the number of derivative SECRET classifications during the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

22. Total number of derivative classification decisions, (Sum of blocks 19,20, & 21) 


16 


20. 

13 


21. 

0 



$$$ 

Ti& 

mr 
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"Enter the Fiscal Year mat this report covers? 

FY05 

Identify the Department* Independent agency or establishment that is covered by this report. 

UnitBd States Department of Agriculture 





23. Enter the number of requests carried over from the previous reporting period, 
24* Enter the number of new requests received during the reporting period, 

25* Enter the number of requests carried over to the next reporting period. 

26. Enter the number of appeals carried over from the previous reporting period. 

27, Enter the number of new appeals received during the reporting period. 

26. Enter the number of appeals carried over fo the next reporting period. 


23. 

0 

24, 

1 

25. 

0 

26. 

0 

27. 

0 

28- 

0 


29. Enter the number of requested pages that were declassified In full. 


30. Enter the number of requested pages that were declassified In part- 

31. Enter the number of requested pages that were denied declassification. 

32. Total number Of requested pages acted on. (Sum of blocks 29,30, and 31) 

33. Enter the number of appealed pages that were declassified in full. 

34. Enter the number of appealed pages that were declassified in part 
38. Enter the number of appealed pages that were denied declassification, 

36. Total number of appealed pages acted on, (Sum of blocks 33* 34* & 35) 


29. 


30. 


31. 


0 


•m 

m 


33. 


34. 


3S. 





$$$$%!%!!£&}<!■■ 

37. Enter the number of pages reviewed during the reporting period that were eubject to declassification under 

Sections 3,3 & 3 4, E012958, as amended. 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 

37- 

0 

38. 

0 


3a, Enter the number of Inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reporting period. 

39. 

9 

40. Enter the number of challenges processed by your agency to the classification of information believed to be Improperly 
classified or unclassified. (See EO 12958 as amended, Section 1.8) 

40. 

0 




changes in Imnd s'fKimbors from lh& previous year's report 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

Submissions must be unclassified end tyr^written, and reach tie Information Security Overnight Office (ISOO) no tolar than November 1 5 foOowtTXj the reporting period,) 



2. Identify the Department, Independent agency or Establishment that is covered by this report 
United States Department of Agriculture 

1 Enter the name, title, address, phone, fax, arxT emaN address ofthe Senior Agency Official (as defined in EO 12958, as amended, 

Section 5.4(d)) responstole for this report. 

Mr. Boyd Rutherford, Boyd.Rutherford@usda.gov, 1400 Independence Ave., S.W., Wash DC 
20250, Deputy Assistant Secretary for Administration 


4. Enter the name, title, phone, fax and email address for the polnt-of-contact responsible fo r erewering questions about this report. 

Hilttl ^^^^^|@usda.gov, 1400 Independence Ave., S.W., Wash DC 20250, 
Chief, Information Security Staff 


5. Enter the number of agency officials whose highest level of original classification authority Is TOP SEC 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL 

8. Total number of officials with ori jinel classification authority. (Sum of blocks 5.6, A 7) 



a 

0 

6. 

i 

7. 

0 

IgHHH 


iffc-wGf Aiy v 'A.v '-Iv.v> 


9. Enter the number of original TC P SECRET classification decision* made during the reporting period with declassification 

instructions of 10 year? of lee it- 

10. Enter the number ol original TCfP SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

11. Total number of TOP SECRET original deaarflcatlon decisions. (Sum of blocks fl & 10) 

12. Enter the number of original SE CRET classification decisions made during the reporting period with declassification 
Instructions of 10 years or lees. 

13. Enter the number of original SE CRET classification decisions made during the reporting period with declassification 
Instructions ranging from over 10 years to 25 ye era. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions of 10 years or less. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions panging from over 10 years to 25 years. 

17. Total number of CONFIDENTLY L original classification decisions. (Sum of blocks 15 A 16) 

16. Total number of original dassifii ration decisions. (Sum of blocks 11,14, A 17) 


9. 

0 


10. 

0 


12L 

0 


13. 

0 





A £ 

0 

16. 

0 







wiLt At«Allfc'eis Li 


-r. r.T.TT>rr.-T- j_- 7 - ... -■ -n-. .-ir- -■. 

IS. Erterthe number of derivative TOP SECRET classifications during ft a reporting period. 

20. Enter the number of derivative SECRET classifications during the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

22. Total number of derivative ctesMfication decisions. (Sum of blocks 19, 20, & 21) 



25 

20. 

15 

21. 

0 


jMyjHr 



NUTiOMAj. arCHtVES and RECORDS ADMINISTRATION 


AUTHORIZED POP LOCAL REPRODUCT ION 
Previous adtion Is unusable 


STANDARD FORM 311 (REV 11-04) 
Prescribed by NARAJISOO 
32 CFR2001 60 £0 12956. 



































































r £006 04:50 2026901707 


Enter rha Fiscal Year that this report covers. 
‘FY06 
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identify the Department, Independent agency or establishment that is covered by this report 
United States Department of ^gricurture 





29> Enter the number of requested pages that were declassified In lull, 

30. Enter the number of requested pages that were declassified in part 

31. Enter the number of requested pages that were denied declassification, 

32. Total number of requested pac as acted on, (Sum of blocks 29, 30, end 31) 

33. Enter the number of appealed images that were declassified In full, 

34. Enter the number of appealed pages that were declassified in part, 

35. Enter the number of appealed pages that were denied declassification. 

36. Total number of appealed pagus acted on, (Sum of blocks 33, 34, & 35) 




37. Enter the number of pages revfcuwed during the reporting period that were subject to declassification under 
Sections 3.3 & 3.4, E012958, as amended. 



38. Enter the number of pages deeiimtfted under Sections 3,3 & 3 4, EO 12958, as amended. 




39. Enter the number of Inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reporting iperiod 

40. Enter the number of challenges processed by your agency to the classification of Information believed to be improperly 
classified or unclassified, (Sea \10 1295B as amended, Section 1,8) 




39. 

a 

40. 

0 
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Enter the name, title, address, phone, fax, and email address of the Senior Agency Official (as defined in E012958, as amended, 

Section 5.4(d)) responsible for this report. 

Mr. Boyd Rutherford, Assistant Secretary for Administration, boyd.rutherford@usda.gov, 1400 
Independence Avenue, S.W., Washington, DC 20250 


4. Enter the name, title, phone, fax and email address for the point-of-contact responsible for answering questions about this report. 


Chief, Information Security Staff, 
Avenue, S.W., Washington, DC 20250 


usda.gov, 1400 Independence 




5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

8. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 


TP 



5. 

0 


6. 

1 

) 

7. 

0 

L. 


ill;' 


9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 


FY07 __ 

2. Identify the Department, Independent agency or Establishment that is covered by this report 
United States Department of Agriculture 


AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(SiAmissions must be unclassified and typewritten, and reach the Information Security Oversight O ffice (ISO O) no later than November 15 following the reporting period.) 


Enter the Fiscal Year that this report covers. 


11. Total number of TOP SECRET original classification decisions (Sum of blocks 9 & 10) 


12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15 Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

18. Total number of original classification decisions. (Sum cf blocks 11, 14, & 17) 


19 . 

20 

21 . 

22 . 


Enter the number of derivative TOP SECRET classifications during the reporting period. 
Enter the number of derivative SECRET classifications during the reporting period 
Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 
Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 


m~ ..... 

-_i__ 

15. 

0 
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Enter the fiscal Year that this report covers, 

FY 07 

Identify the Department, Independent agency or establishment that is covered by this report 

United States Department of Agriculture 


ierec 

up 

Mill % 

3 art 1 below 

23 Enter the number of requests carried over from the previous reporting period. 

23. 

0 

24. Enter the number of new requests received during the reporting period. 

24. 

2 

25. Enter the number of requests carried over to the next reporting period 

25. 

0 

26. Enter the number of appeals carried over from the previous reporting period. 

26. 

0 

27. Enter the number of new appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals carried over to the next reporting period. 

28. 

0 

V ' . PART F: Mandatory Declassification Review Decisions in Pages 1 '‘Life M 

! 

777 '7j7 . 

29. Enter the number of requested pages that were declassified in full. 

29. 

5 

30. Enter the number of requested pages that were declassified in part. 

30. 

0 

31. Enter the number of requested pages that were denied declassification. 

31. 

0 

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31) 

32. 

5 , '-'I 

33. Enter the number of appealed pages that were declassified in full. 

33. 

0 

34. Enter the number of appealed pages that were declassified in part. 

: 

34. 

0 

35. Enter the number of appealed pages that were denied declassification 

35. 

0 

36. Total number of appealed pages acted on. (Sum of blocks 33, 34, & 35) 

36. 

•1V : -C 7..: 

? . PART .dr Automatic Declassification and Systematic Review , Si 

: 


37. Enter the number of pages reviewed during the reporting period that were subject to declassification under 

Sections 3.3 & 3 4, E012958, as amended. 

37. 

30,550 

38. Enter the number of pages declassified under Sections 3.3 & 3.4 EO 12958, as amended, 

38. 

26,511 



'7 i iff 

39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reporting period. 

39. 

5 

! 40. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
j classified or unclassified. (See EO 12958 as amended, Section 1.8) 

40. 

0 

r~ HPARTelxiflar^ 


HU 


Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any significant 
changes in trends/numbers from the previous year's report. _____;__ 
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United States 
Department of 
Agriculture 


Office of tfia 
Ansi slant Sacratary 
for Administration 

1400 Independence 
Avenue SW 

Washington, DC 
20250-0103 


Mr. William J. Bosanko 
Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 

Washington, DC 20408 ' 


Dear Mr. Bosanko: 


NOV 1 4 2008 


In accordance vrith Executive Order 12958 as amended, please find the enclosed 
Department of Agriculture’s 2008 Agency Security Classification management Program 
Data Report. 


If you have any further questions, pi, 
and Document Security Division on 



Chief, Personnel 



Enclosure 



! 


M ** * /*• 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

^^mjssloin^my^^uncIassMed^Mtvgewrittepj^ai^rggcMhQlDfonTialioiTge^rl^O^eraiahtO^efl^^nolater 


1, Enter the Fiscal Year that this report covers. 

.v. 2008 ' 


2. Identify the Department, Independent agency or Establish™ snt that is covered by this report. 

■' United States Department of Agriculture ' • / . ‘ 

3. Enter the name, title, address, phone, fax. and email address ofthe'Sonior Agency Official (as defined In EO 12968, as amended, 
Section 5.4(d)) responsible for thte report- 


4. 


Boyd K. Rutherford, Assistant Secretary for Administration, boyd.rutherford@usda.gov 
1400 Independence Ave, SW Washington, DC 20250 


EnterthenamgjMUejPhone, fex and email address for the point-ofrcontact responsible for answering questions about this report 



1400 m. 
Phone: I 


Chief, Information Security Staff,| 
_ve. sw DC 20250 

■I Fax: 


iusda.gov 








6. Enter the number of agency officrala whoso highest level of original classification authority is TOP SECRET, 
a Enter the number of agency officials whose highest level of original classification authority Is SECRET. 

7« Enter the number of agency officials whose highest level of original dassfficatlon authority te CONFIDENTIAL, 
a TotelrwmberofofficlalsviflthorigrnalcfassincationauthOrity. (Sum of blocks 5. 6, &7) 


3. . 

o V' 

6. 

1' 

7. 

0.. 


9. Enter the number of original TOR SECRET classification decisions 
Instructions of 10 years or less. 

10. Enter the number of original TOP SECRET classification doctetorw made during the reporting period with d#cbts$jficatlo/i 
^ Instructions ranging from over 10 year* to 25 years. 

11. Totaf number of TOP SECRET original classification decision*. (Sum of blocks 9 A10) 

V’V\V ' • . ’ . - • • . 

1 % Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 yeans or less. 

13. Enter the number of original SECRET dasslflcafion decision* made during the reporting period with declassification 
Instructions ranging from over lOyeare to 25 years. 

14. Total num&ar of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions of lo years or Jess, - , *v 

1 a Enter the number of original CONFIDENTIAL daeeiflcaibrt decisions made during the reporting period with 
declassification Instructions ranging from over1 0years to 25 years. 

17. Total number of CONFIDENTIAL ordinal daseffiqatlon decisions. (Sum of blocks 15 & 16) 

18. Total number of original classification decisions. (Sumofbjdoks 11.14, A 17) 


19. Enter the number of derivative TOP SECRET classifications during the reporting period, 

20. Enter the numberofdorivatlvaSECRETdassIflcations during the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, & 21) 


10 . 


16 . 


19 

0 

20. 

20 

21. 

0 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous AdQtoi & Cinu5ab!« 


STANDARD FORM ait {REV 1104) 
Pre&citoad by NARAflSOO 
32 CFR 2001.60 6.0. 129*6, f* *mon dad 
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Enter the FiscelYear fhaUhis report covers, " ' 

2008 

identify the Department, independent agency or establishment that is covered by this report 
United States Department of Agriculture 



23, Emsr'the number of requests carried over from the previous; reporting period* 

24, Enter the number of new requests received during the reporting period* 

25. Enter the number of requests carried oyer to the next reporting period. 

2$, Enter the number of appeal carried over from the previous reporting period, 
27 , Enter the number of new appeals received during the reporting period. 

26. Enter the number of appeals carried over to the next reporting period. 


26. Enter the number of requested pages that were declassified In full, 

30. Enter the number of requested pages that were declassified in pert 

31, Enter the number of requested pages that were denied declassification. 

3Z Total number of requested pages acted on. (Sum of blocks 29,30, and 31} 

33. Enter the number of appealed pages that wem declassified tn full. 

34. Enter the number of appealed pages that ware declassified tn part, 

35. Enter the number of appealed pages that ware denied declassification, 

38, Total number of appealed pages acted on, (Sum of blacks 33, 34, & 35) 


37, Enter (he number of pages reviewed during the reporting period that were subject to declassification Under 
Sections 3,3 & 3.4, E012958, as amended. 

) ,38, Enter the number of pages declassified under Sections 3.3 & 3,4, EQ12958, as amended. 


38« Enter the number of Inspections, surveys, or program reviews; covering any aspect of the security classification program, 
completed during the reporting period. 

40. fitter the number of challenges processed by your agency fa tha classification of fnfcrmaion believed Tob£" improperly” 
classified or unclassified, (See EG 12958 as amended, Section 1.8) 





33 , 


34 , 


35. 


O' 


3a 


0 


40 , 


0 


In kunds/humters. from thd brnyfous veafe moorf. • _ • 


23 . 

0 

24 . 

_ 0 

25 . 

_0 

26 . 

0 

27 , 

0 

26 , 

0 

.■ S-Sv,s "A, aJ- -iSL i'j I 

29 , 

0 

30 . 

0 

■ 

mm 


Nation ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL, HSPRODUCTION * STANDARD m SACK (REV 1 iJ#} 

Previous dCUlk^t js unussfcto pfesattod by NARA4SCO 

32 CFR 20Q1.CO £.0.12953 as JvrwrvtM 






AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submission! must be undaaatflsd and typewritten, and reach thi Information Security Oversight Office (1SOO) no later than November 15 following the reporting period. 




1. Enter the Fiscal Year that this report covers. 
2009 


2. Identify the Department Independent agency or Establishment that is covered by this report. 
US Department of Agriculture 


3. Enter the name, title, address, phone, fax, and email address of the Senior Agency Official (as defined in E012958, as amended, 
Section 5.4(d)) responsible for this report. 

Director, Office of Homeland Security and Emergency Coordination, USDA 
14001ndependence Ave„ SW, Washington, D.C. 20250 


4, Enter the name, title, phone, fax and email address for the point-of«contact responsible for answering questions about this report. 

Chief, Personnel and Document Security Division, USDA 
1400 Independence Ave., SW, Washington, D.C, 20250 


, a , ; : ’= 'PART,B: Officials with Ortglniat Classification Authority i • ' 


5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority Is SECRET, 

7. Enter the number of agency officials whose highest level of original classification authority Is CONFIDENTIAL. 

0. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 




S&ardfessc 


demons or copiei 


9. 

0 

10. 

0 


12, 

0 

13. 

25 


mm 

15. 

0 

16. 

0 


WBt 

MhbSmI 


9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
Instructions of 10 years or lest. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
Instructions ranging from over 10 years to 20 years. 

11. Total number of TOP SECRET original classification decisions, (Sum of blocks 9 & 10) 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
Instruction* of 10 year* or less. 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions of 10 years or lest. 

16. Enter the number of original CONFIDENTIAL classification decisions made during Ihe reporting period with 
declassification instructions ranging from over 10 years to 25 years, 

17. Total number of CONFIDENTIAL original dasalflcaUon decisions. (Sum of blocks 15 & 10) 

10. Total number of original classification decisions. (Sum of blocks 11,14, & 17) 


^bfi^'cfB8afnb«fti(lb^ 0^tt/6r2qtnai!^urc’e'' ^ocurneh tipj;|Rroyl^iedan^i^«:c|aaaffi^dbi^dMiarb^ In^nhlahad praductaiforc^aamiralf^ 

Vstini(lbh; : rs^arclsssofthfrrritidja. •Pbrotcdun'E^i^uftlbnsW 


19. Enter the number of derivative TOP SECRET classifications during the reporting period. 

20. Enter the number of derivative SECRET classifications during the reporting period. 

21. Enter he number of derivative CONFIDENTIAL Classifications during the reporting period. 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20,&21) 


19 

0 

20. 

25 

21. 

0 

22. u 


MM 

IehmSSIIP 
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Enter the Fiscal Year that this report covers. 

2009 

Identify the Department, Independent agency or establishment that is covered by this report. 

US Department of Agriculture 

PART E; Mandatory Declassification Review Requests and Appeals 



. A request is an individual review request or appeal* regardless of the number of documents or pages to be reviewed as part of tt 
Report only requests fpr your agency inwhich your agency is responsible for the final decision. Please provide an expianatic 

where the number of requests or appeals carried forward between reporting periods changes, ”*' . . " ' 

56;feqii€ 
►n in Pa 

rf t below 

23. Enter the number of requests carried over from the previous reporting period. 

23. 

0 

24. Enter the number of new requests received during the reporting period. 

24. 

0 

25, Enter the number of requests carried over to the next reporting period. 

25, 

0 

26. Enter the number of appeals carried over from the previous reporting period. i 

26. 

0 

27, Enter the number of new appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals carried over to the next reporting period. 

28. 

0 

- ' X, isx, V"". PART:SlMan.datdi^ : D^Classificlitfoh'RW(iw^eiisldrisT|l|ii(#li:;SiiiW 

#ilf| 1 ; 


29. Enter the number of requested pages that were declassified in full. 

29. 

0 

30. Enter the number of requested pages that were declassified in part. 

30. 

0 

31, Enter the number of requested pages that were denied declassification. 

31. 

0 

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31) 

32. 

11 : 

0 

33. Enter the number of appealed pages that were declassified in full. 

33, 

0 

34. Enter the number of appealed pages that were declassified In part. 

34, 

0 

35. Enter the number of appealed pages that were denied declassification. 

35, 

0 

36. Total number of appealed pages acted on. (Sum of blocks 33, 34, & 35) 

36. 


PART G: Automatic Declassification and Systematic Review 

g!!||| 


37. Enter the number of pages reviewed during the reporting period that were subject to declassification under 

Sections 3.3 & 3.4, EG12958, as amended. 

37. 

0 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 

38. 

i 

0 , _ ;■ 

. . - - • FART H: Internal Agency Oversight 

| 39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reporting period. 

39, 

. 

4 

40. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (See EO 12958 as amended, Section 1.8) 

40, 

0 

PART 1: Explanatory Comments I 


Use this space to elaborate on any section of this form . If more space is needed, provide as an attachment to this form. Provide explanations for any significant 
changes in trends/numbers from the previous year's report .____ 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissionsmust be unclassified and reach the Information Security Oversight Office (1SOO) no later than November 1S following the reporting period.) 


PART AsIDEWTIFYING INFORMATION. ^ 


i — 


1. Enter the FISCAL YEAR this report covers. 

2. Enter the DEPARTMENT or AGENCY covered by this report 

3. Enter the name, title, address, phone, fax, and emal address of the 
SENIOR AGENCY OFFICIAL (as defined in E.0.13526, section 5.4(d)). 


2010 


US Department of Agriculture 


_ Director 

Office of Homeland Security and Emergency 

C r>r>rriin^tir\r> I KHA 


Chief 

4. Enterthe name, title, phone, fax. and e-mail address fa the POINT OF 

CONTACT responsible for answering questions aboutthis report (Personnel and Document Security Division 


PARTB: OFFICIALS WfTH ORIGINAL CLASSIFICATION AUTHORITY £ 




5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enterthe number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, and 7) 


Xo 


PARTCiORIGINAL CLASSIFICATION DECISIONS ‘VS*- v 

unginai classification is an Initial determination Aat the information, to be classified has not been previously dassified by any other - v 
authority." It also mee«thefolowlng conditions: (1) It was classified by an original classification autfiorlty; (2) tfva Infornr^tion frowned 
by or for, or is under the control ofthe Urjted States Government; (3) It fails Tmo at least one of the categories found In section 1.4 of E.O. 
13526; and (4) unauthqriied/ilsdosure Coqld reasonably be expected to resuljtjn damage to the national security;^ rovfde Infdimation 
"oh all classification decisions, regardless of the media, Indudlng thosedocu merited and disseml 
* t- . ’-fe'.v -r.' . 5 * *** 'hW*. i x reprod uctions or copies.)^ 1 ' 




: r * 



i 2 



Do not count " 


9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

11. Total number of TOP SECRET original classification decisions (Sum of blocks 9 and 10) 

12. Enter the number of original SECRET classification decisions made during the reporting period with 
dedassification instructions of 10 years or less. 

13. Enter the number of original SECRET dassification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 2 5 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 

15. Enter the number of original CONFIDENTIAL dassification decisions made during the reporting period with 
dedassification instructions of 10 years or less. 


16. Enter the number of original CONFIDENTIAL dassification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

18. Total number of original dassification decisions. (Sum of blocks 11,14, and 17) 

0 

0 

0 

i*-.‘V- • ;;v: PART D: DERIVATIVE GASIFICATION DECISIONS -fe • A % 

Derivative classification is the Incorporating, paraphrasing, restating, or generating In new form information that Is already classified. This 
^Includes dassification based on dassifkationguides^r other sourcfdocuments, (Provide information on all classification dedsions, 

: regardlessofthe media,1ndudingthosedocumented and Slssemlnated via e-mail. Do not count reproductions or copies.) 

19. Enter the number of derivative TOP SECRET dassifkation dedsions during the reporting period. 

20. Enter the number of derivative SECRET classification decisionsduring the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classification decisions during the reporting period. 

22. Total number of derivative dassification dedsions. (Sum of blocks 19,20, and 21) 

0 

30 

0 

30 
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Fiscal Year 2010 


Department or Agency 


USDA 


'H PARTE: MANDATORY DECLASSIfTcATON REVIEW REQUESTS AND APPI 

A “request" is an individual initial review request or appeal, regardless of the number of documents orpa< 
request; Report only requests for your agency in which your agency is responsible for the final decision, i 
■ Part J below where the number of requests or appeals carried forward between report***-* 



as part of the 


23. Enter the number of requests carried over from the previous reporting period, (Block 25 on last year's report) 

24. Enter the number of new requests received during the reporting period. 

25. Enter the number of requests carried over to the next reporting period. 

26. Enter the number of appeals carried over from the previous reporting period. (Block 28 on last year's report) 

27. Enter the number of new appeals received during the reporting period. 

28. Enter the number of appeals carried over to the next reporting period. 

0 

0 

0 

0 

0 

0 

" " PARTF: MANDATORY DECLASSIFICATON REVIEW DECISIONS IN PAGE§^^^^^^^lllII|!lS i '"||| 

29. Enter the number of requested pages that were declassified in full. 

30. Enter the number of requested pages that were declassified in part. 

31. Enter the number of requested pages that were denied declassification. 

32. Total number of requested pages acted on. (Sum of blocks 29,30, and 31) 

33. Enter the number of appealed pages that were declassified in full. 

34. Enter the number of appealed pages that were declassified in part 

35. Enter the number of appealed pages that were denied declassification. 

36. Total number of appealed pages acted on. (Sum of blocks 33,34, and 35) j 

0 

0 

0 

0 

0 

0 

0 

0 

PART G: AUTOMATIC . SYStlMATlC, ANbblSCRETIONARY DECLASSIFICATION REVIEWS 

37. Enter the number of pages reviewed that were subject to automatic declassification under section 3 3 of 

E.0.13526. 

38. Enter the number of pages declassified under section 3.3 of E.0.13526. 

39. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of 

E.0.13526, 

40. Enter the number of pages declassified under section 3,4 of E.0.13526, 

0 

0 

0 

0 

41. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of 

E.0.13526. 

42, Enter the number of pages declassified under section 3.1 of E.0.13526. 

0 

0 


43. Enter the number of inspections, surveys, or program reviews conducted by your agency, covering any aspect of 
the security classification program, completed during the reporting period. 

10 

44, Enter the number of challenges processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (E.0.13526, section 1.8) 

45, Enter the number of challenges where the classification status was fully affirmed. 

46, Enter the number of challenges where the classification status was overturned in whole or in part. 

0 

0 

0 

MKk PMMIBl! : = %/jmm It, s 

47. Enter the number of security classification guides created by your agency and currently in use, 

1 : 
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Use this space to elaborate on any section of this form . If more space is needed, provide as an attachment to this form. Provide explanations for 
any significant changes in trends/numbers from the previous year's report. Additionally; select the sampling process your agency used in 
developing this year's report. 
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NOV 4 2011 


USDA 


United States 
Department of 
Agriciu/iure 

Office of ihe 
Assistant Secretory 
For Administration 

Office of Homeland 
Security $nd 
Emergency 
Coordination 


Mr. John P. Fitzpatrick 

National Archives and Records Administration 
Information Security Oversight Office 
700 Pennsylvania Avenue 
Washington, D.C. 20408 


Personnel and 
Document Security 
Division 
Room S-31H 

1400 Independence 
Avenue $W 


Dear Mr. Fitzpatrick; 

In accordance with Executive Order 13526, please fmd the enclosed 

U.S. Department of Agriculture’s (USDA) 2010 Agency Security Classification 

Management Program Data Report. 


Washington. DC 
20250*5050 


This year, USDA approved two Originally Classified Decisions and viewed a 
marked increase in Derivative Classification Decisions due to the increase in access 
to the classified Homeland Security Data Network and other classified automated 
systems. 


If you have further questions, please contact | 
and Document Security Division 
|M^gMg @.dm.usda.t>ov. 


_ |, Chief, Personnel 

or via email at 





AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 


■*‘ t ji. ;;*■ \ PART A; Itienttttffiig # 

1, Enter the Fiscal Yeir that this report cowtl 

’• 2011 

2 Identify the Department, Independent agency or Establbhment th.il is covered by 

this report. 

2 _ US Department of Agriculture 

3. Ewer (he name, title, address, phone, fox, md e-mail addressofthc Senior Agency 
Official (asdefined in £0. 13526, section 3.4(d)) responsible for this report, 

Off ce of Homeland Security and Emergency Coordination 

USD A 

4. Enter the name, title, phone, fax, and e-mail address for the pomt-of-contact 
responsible for answering questions about this report 

4 - ^K Division 

—arTOscu men t ^curtoDMsjen 

’ ‘ PART B: Ofltdili, withOrig^al Cl*tari<fc»ttoii Authftffty -i"; ; ‘J \yft ^.vf „ 

5. Enter (he number of lgcncy officials whose highest level of original da sp ficatlon authority n TOP SECRET. 

5. 0 


ft. Enler the number of Agency officials whose highest Irvd of original classification authority is SECRET. 


ft. 


7 Enter The number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 1 

8 Total number of offidcls with original claiwificilion authority. (Sum of Wocks5.6. & 7) 

*. 2 

; • PARTC: OriginalCtattMteDtioB IkcEttoai -i - . ‘|j/i’ 

Origanal etawifieMimi t. p initial deterrrfnniton thttt the fafoonation ta becltsslfted his not been pntviouify c(utiOed by nay other orufbdrity ■ 

following coodltrtiil: (l}5l-wKct»»«i*i&y aii orijin*l el»»fic«tiai , iauthority, (2)«h» irtformatloo i* owned by or flair, or theectitrol offlfctTmfel Sfllltea . .:!■* 

Govcn*na^(.,»1lM fate.. one of the citrgeriw found mJecoort 1 1‘VTr^ '^iritrfbil^^iTIlVHih rtaMKhtr^lilj Iru'tWlT 'i 1 (brtsuh Sh 

daaw# 14 thciufcoferf wc^ity, (Provide infontutoon on ill cl wficaaon dteHslota; wgttdlfti* of ftc tnndUi,tnfcfcair.g Ihort dooumniM fod iivaniVnMd iHMWhntt. \ 

9 . Enter the number of original TOP SECRET class ifkrcb on decisions made during the reporting period with dee lawi fiat tton in strife tin vh 
of 10 years or lasjL 

v - 0 

10. Enter the number of original TOP SECRET d ossification decisions made during the reporting period with declassification ins true Hoes 
ranging from over 10 years to 25 years. 

1°. Q 

11. Total number of TOP SECRET original classification decisions (Sum of blocks 9 and 10) 

11. Q 

12. Enter the number of original SECRET classification decisions made during the repotting period wfth dodaasdfkatimt instructions of 10 
years or less. 

.2. 0 

| 13. Enter the number of original SECRET classification decisions mode during the reporting period with declass ftcatio a i astro ebons 

ranging from over 10 years to 25 yea is. 

13. 2 

1 14. Total number of SECRET original classification decision*. (Sum of blocki 12 and 13) 

M. 2 

15. EntartHc num ber of original CONFIDENTIAL classification doc* ions made during the reporting period with dcdaasifkatkm 
lastr actions of 10 years or leas. 

15. Q 

16. Enter the number of orfghull CONFIDENTIAL classification decisions made during the reporting period with declassification 
infractions ranging fVoai over 10 years h> 2$ years. 

14. Q 

17. Total nurribcT of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

17. Q 

18, Total number of original classification decisions (Sumof blocks 11,14, and 17) 

'* 2 

J ' J. . PARTlfc Demrtfvt aaaslhcattorDkdiVriw ... • y ... . :2 *;• : y, r j >£ , s ... : 

Derivative clasrificatilbti xgftKe incorporating, paraphrasing, restating,or jenctallng-ln raw Mm infbrmatfon thatif Already classified. TM* include^^kio^Si^s^badid 
on t)e&fic*tibo gbides.or^ef-scn^ : (Prt)rideTnfom»1ioti onai^laiaiBcariob d«dfrton»,-«#ggrd1tS8 fcfthe modia^ inbludipg those dbeumcmed ’ L 

db^in^’yilkle^^ pd^cowttmpcvid^t^erl^ ; , ** *••• \ ‘ * 

19. Enter the number nf derive live TOP SECRET classification dec is tons doreig die reporting period. 

19 250 

20. Enter the number of derivative SECRET classification derisions during the reporting period. 

20 185 

21. Enter the number of derivative CONFIDENTIAL classification decisions during the reporting period. 

21 96 

22 Total number of derivative classification derisions. (Sum of blocks 19.20, and 21) 

22 531 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 9-1 0) 
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fiscal Year 2011 Department or Agency US Department of Agriculture 


■ VAWTit . r ," ; i--« : ■■ 

: A tiii'kn^#idiyiia&|l|'iiriti'al feviidw requestor appeal ofdamrrianis^^ ! - 

! is ,i , espa«Cbltf for tfiefrittf d^ion; "pfease pri&icila an wplttitort^mPartj’ffiid^ yvheretfW nurrtW.df i 

*rin^pfeoli••;.-I ’■ • y „,ri iv-‘V ; ' ! :.;- v !|./i : 

23. Enter the number of requests curried over from the pr*viOni reporting period, (Block 25 on last year’s report) 

23. 0 

24, Enter the number of new requests received during the reporting period. 

24. q 

25. Enter the number of requests carried over to the next reporting period. 

23. 0 

26. Enter the number of appeals carried over from the previews reporting period. (Block 28 o« tnsri year’s report) 

26. 0 

27, Enter the number of new appeals received during the reporting period. 

27 q 

28. Enter the number of appeals carried over to the next reporting period. 

21 0 

>!£;>* < >j -'1 % ■ • ’ -^k'Wdl^to^y .'&ecaRlbfi 3 t:ii** >||“ 7 ( ,. : y 

29. Enter the number of requested pages that were declassified in ftr!L 

29. 0 

50 , Enter the number of requested pages that were declassified in part 

30. 0 

31. Enter the number of requested pages that were denied declassification 

w^mn 

32 Total number of requested pages acted on. (Sum of blocks 29.30, and 31) 

32. 0 

33, Enter the number of appealed pages that were declassified itt fall 

»• 0 

34, Enter the number of appealed page! that were declassified in part. 

34. 0 

35. Enter the number of appealed pages that were denied declassification 

33. q 

36. Total number of appealed page* acted on. (Sum of blocks 33, 34, and 35) 

36, 0 


37. Enter the number of pages reviewed fta? were subject to automatic declassification under section 3,3 of E,0,13526. 

37, 0 

38. Enter the number of pages declassified under section 3,3 of B.O. 13520, 

38. 0 

39. Enter (he number of pages reviewed that were subject to systematic dec to stifle* ton under section 3.4 of K,0, 13526. 

39, 0 

40. Enter the number of pages declassified under section 3.4 of E.O. 13526. 

40. 0 

^ 41. Enter the number of pages reviewed that were subject to discretionary dcclasalfieatron under section 3.1 of E,0 13526. 

41. 0 

42, Enter the number of pages declassified under section 3.1 of E.Q, 13526, 

42. Q 


43. Enter the number of inspections, surveys or program reviews aonductcd by your agency, covering any aspect of the security 
classification program, completed during the reporting period, 

43. 3 

44. Enter the number of challenges processed by your agency to the classification of information believed to he improperly classified or 
unclassified. (EO. 13526, section 1.8) 

44. 0 

45. Enter the number of challenges where the classification status was frilly affirmed. 

45, 0 

46, Enter the number of chiileviges where the classification status was overturned In whole or in part. 

46, 0 

, .Vi- r « A:*‘ ’ t ... jhUdPCta^tstonGu4d« ‘ r ’ \ v j : 

47. Ehfcrthc number of security classification guides created by your agency and currently in use. 

47. 1 
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Fiscal Year 2011 Department or Agency US Department of Agriculture 

Use ihh space to elaborate on am section of this farm. If more space is needed, provide as an attachment to this form. Provide explanations for ary significant 
changes m trsnds/numberx from tlte previous year > report. Additionally, select the sampling process your agency used in developing this year *s report. 

Sampling Period (check one): 

2-Wcck □ 

4-Week □ 

R-Wcek □ 

Otic Year Q 

Multiplier Applied (cheekone): 

None Q 

Other (Specify) □ 
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Previous edition is unusable Prescribed by NARA/ISOO 

32CPR200I E,0,13526 




United States 
Department of 
Agriculture 

Office of Homeland 
Security and 
Emergency 
Coordination 

Personnel and 
Document Security 
Division 
Room S-310 

1400 Independence 
Avenue SW 

Washington, DC 
20250-5050 


usda 


NOV 8 2012 


National Archives and Records Administration 
Information Security Oversight Office 
Attention: Mr. John P. Fitzpatrick 
700 Pennsylvania Avenue 
Washington, D.C. 20408 

Dear Mr. Fitzpatrick: 

In accordance with Executive Order 13526, please find the enclosed the 
US Department of Agriculture’s (USDA) 2012 Agency Security Classification 
Management Program Data Report. 

This year, USDA has seen a rise in our Derivative Classifications Decisions, due to 
the accounting of classified emails within the Homeland Security Data Network and 
other classified automated systems. Within the Department, there was an additional 
effort to conduct self inspections and site visits to support the overall protection of 
classified information. 

If you have any further questions, please contact Chief, 

Personnel and Document Security Division or via email at 

igluSuluM@dm . usda. gov . 


Sincerely, 



Todd H. Repass, Jr. 

Director 

Office of Homeland Security 
and Emergency Coordination 




The SF 311 form is currently under revision When the revision is complete, it will appear the same as this 
attachment. For FY 2012, please use this attachment to respond. The only part that has changed is Part E. 

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period ) 


PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 


1. 2012 

2. Identify the Department, Independent agency, or Establishment that is 
covered by th is report. 

2 US Department of Agriculture 

3. Enter the name, title, address, phone, fax, and e mail address of the Senior 
Agency Official (as defined in E.O. 13526, section 5.4(d)) responsible for this 
report. 

^ Director 

Office of Homeland Security and Emergency 

Coordination, USDA 

4. Enter the name, title, phone, fax, and e mail address for the point of contact 
responsible for answering questions about this report 

4 

[• J I J I'PTrjTjB- Division Chief 
rersonne^nn)ocument Security Divison 
usda.gov 

PART B: Officials with Original Classification Authority 

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5. 

0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 

i 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 

0 

8. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 

8. 

i 

PART C: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It also 
meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under the 
control of the United States Government; (3) it falls into at least one of the categories from section 1.4 of E.O. 13526; and (4) unauthorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
the media, including those documented and disseminated via e-mail. Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 

11. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

12. 

0 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

13. 

0 

14. Total number of SEC RET original classification decisions. (Sum of blocks 12 & 13) 

14. 

0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period w ith 
declassification instructions of 10 years or less. 

15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period w ith 
declassification instructions ranging from over 10 years to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11, 14, & 17) 

18. 

0 

PART D: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This includes 
classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media, 
including those documented and disseminated viae mail. Do not count reproductions or copies.) 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19. 

3,630 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20. 

2,624 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 

925 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 

22. 

7,179 
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PART E: Mandatory Declassification Review Requests and Appeals 

A “Request" is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request. 

For blocks 23 30, report only requests and appeals in which your agency is responsible for the final release. 

23. Enter the number of requests received during the reporting period. 

23. 0 

24. Enter the number of requests closed during the reporting period. 

24. 0 

25. Enter the number of requests that have been unresolved for over one year. 

25. 0 

26. Enter the average number of days to resolve each request. 

26. 0 

27. Enter the number of appeals received during the reporting period. 

27. 0 

28. Enter the number of appeals closed during the reporting period. 

28. 0 

29. Enter the number of appeals that have been unresolved for over one year. 

29. 0 

30. Enter the average number of days to resolve each appeal. 

30. 0 

For blocks 31 32, report the number of requests and appeals that were referred to your agency, and the referring agency is 

responsible for the final release. 

31. Enter the number of referred requests received during the reporting period. 

31. 0 

32. Enter the number of referred appeals received during the reporting period. 

32. 0 

PART F: Mandatory Declassification Review Decisions in Pages 

Count only those pages documented in blocks 23-30 above. 

33. Enter the number of requested pages that were declassified in full. 

33. 0 

34. Enter the number of requested pages that were declassified in part. 

34. 0 

35. Enter the number of requested pages that were denied declassification. 

35. 0 

36. Total number of requested pages acted on. (Sum of blocks 33, 34, & 35) 

36. 0 

37. Enter the number of appealed pages that were declassified in full. 

37. 0 

38. Enter the number of appealed pages that were declassified in part. 

38. 0 

39. Enter the number of appealed pages that were denied declassification. 

39. 0 

40. Total number of appealed pages acted on. (Sum of blocks 37, 38, & 39) 

o 

o 

Tt- 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O. 13526. 

41. 0 

42. Enter the number of pages declassified under automatic declassification. 

42. 0 

43. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 

43. 0 

44. Enter the number of pages declassified under systematic declassification. 

44. 0 

45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526. 

45. 0 

46. Enter the number of pages declassified under discretionary declassification. 

46. 0 

PART H: Internal Agency Oversight 

47. Enter the number of self inspections conducted by your agency, covering any aspect of the security classification 
program, during the reporting period. 

47. 13 

48. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (E.O. 13526, section 1.8) 

48. 0 

49. Enter the number of challenges where the classification status was fully affirmed. 

49. 0 

50. Enter the number of challenges where the classification status was overturned in whole or in part. 

50. 0 

51. Enter the number of security classification guides created by your agency and currently in use. 

51. 0 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period.) 


PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 

1. 2013 

2. Identify the Department, Independent agency, or Establishment that is 
covered by this report. 

2. 

Department of Agriculture 

3. Enter the name, title, address, phone, fax, and e-mail address of the Senior 
Agency Official (as defined in E.O. 13526, section 5.4(d)) responsible for this | 
report. 


4. Enter the name, title, phone, fax, and email address for the point-of-contact 
responsible for answering questions about this report. 


PART B: Officials with Original Classification Authority 

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5. 0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 1 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 1 

8. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 

8. 2 

PART C: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It also 
meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under the 
control of the United States Government; (3) it falls into at least one of the categories from section 1.4 of E.O. 13526; and (4) unauthorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
the media, including those documented and disseminated via email. Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 

11. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

12. 

0 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

14. 

0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11, 14, & 17) 

18. 

0 

PART D: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This includes 
classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media, 
including those documented and disseminated via email. Do not count reproductions or copies.) 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19 - 2,940 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20 - 6,850 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21 ■ 240 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 

22 - 10,030 
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PART E: Mandatory Declassification Review Requests and Appeals 

A “Request” is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only requests for your agency in which your agency is responsible for the final decision. 

23. Enter the number of requests received during the reporting period. 

23. 2 

24. Enter the number of requests closed during the reporting period. 

24. 2 

25. Enter the number of requests that have been unresolved for over one year. 

25. 0 

26. Enter the average number of days to resolve each request. 

26. 15 

27. Enter the number of appeals received during the reporting period. 

27. 0 

28. Enter the number of appeals closed during the reporting period. 

28. 0 

29. Enter the number of appeals that have been unresolved for over one year. 

29. 0 

30. Enter the average number of days to resolve each appeal. 

30. 0 


31. Enter the number of referred requests received during the reporting period. 

31. 3 

32. Enter the number of referred appeals received during the reporting period. 

32. 0 

PART F: Mandatory Declassification Review Decisions in Pages 

33. Enter the number of requested pages that were declassified in full. 

33. 89 

34. Enter the number of requested pages that were declassified in part. 

34. 89 

35. Enter the number of requested pages that were denied declassification. 

35. 0 

36. Total number of requested pages acted on. (Sum of blocks 33, 34, & 35) 

36. 178 

37. Enter the number of appealed pages that were declassified in full. 

37. 0 

38. Enter the number of appealed pages that were declassified in part. 

38. 0 

39. Enter the number of appealed pages that were denied declassification. 

39. 0 

40. Total number of appealed pages acted on. (Sum of blocks 37, 38, & 39) 

40. 0 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O. 13526. 

41. 0 

42. Enter the number of pages declassified under automatic declassification. 

42. 0 

43. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 

43. 0 

44. Enter the number of pages declassified under systematic declassification. 

44. 0 

45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526. 

45. 0 

46. Enter the number of pages declassified under discretionary declassification. 

46. 0 

PART H: Internal Agency Oversight 

47. Enter the number of self-inspections conducted by your agency, covering any aspect of the security classification 
program, during the reporting period. 

47. 10 

48. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (E.O. 13526, section 1.8) 

48. o 

49. Enter the number of challenges where the classification status was fully affirmed. 

49. 0 

50. Enter the number of challenges where the classification status was overturned in whole or in part. 

50. 0 

51. Enter the number of security classification guides created by your agency and currently in use. 

51. 1 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (REV 2-13) 
Prescribed by NARA/ISOO 
32CFR2001 E.O. 13526 









































_PART I: Explanatory Comments_ 

Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any 
significant changes in trends/numbers from the previous year’s report. 

Part G- the current security classification guide was formally implemented in 2010 most of the information classified under this SCG has not passed 
the declassification time line so there have been no automatic declassification as related to the USD A SCG. Recent self inspections and a review from 
our OIG also identified that the current records management system is not robust enough to track with confidence when a document should be 
reviewed, the SAO is in the processes of implementing a new security information management system that will be automated and have the document 
tracking and management tools necessary to implement a annual review and audit of all USD A documents. Its expected the SIMS database will be in 
place and operational in the third quarter of FY14 and will be updated with the appropriate information by the end of the 4th quarter. 

Part D- the number of derivatively classified documents varies from year to year, the majority of derivatively classified information is generated on the 
HSDN classified DHS network and the IC community classified system JWICS. there are just over 400 users within the department that use these 
systems to communicate with their counterparts via E-MAIL, this is where the majority more that 80 percent of the derivatively classified information 
comes form, because this information is not accountable on these systems the number is an estimate based on what a average user does in a average 
week. One core reason we have see a reduction in the amount of classified generated is we have had position vacancies Strategic Information Branch 
is is the primary office for creating classified products. 


For ISOO Use Only 

ISOO Analyst Name: 
Date of QC: 

Analyst Initials: 
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United States 
Department of 
Agriculture 

Office of the 
Assistant Secretary 
For Administration 

1400 Independence 
Avenue SW 

Washington. DC 
20250 5050 


NOV 0 6 2911 

Mr. John P. Fitzpatrick, Director 

National Archives and Records Administration 

Information Security Oversight Office (ISOO) 

700 Pennsylvania Avenue 
Washington D.C. 20408 

Dear Mr. Fitzpatrick, 

In accordance with Executive Order 13526, please find the enclosed 

U.S. Department of Agriculture (USDA) 2014 Agency Security Classification 

Management Program Data Report. 


USDA saw a reduction in the total amount of classified generated for the 2014 year. 
This decrease is due to the new guidance provided by the ISOO Review team lead 
during the 2014 ISOO review of USDA. Further clarification is provided in the 
2014 SF-311 report enclosure. 


If you have further question, please contact 
Security Division at or email at 



Personnel and Document 
l@dm.usda.aov 


Sincerely, 



Gregory Parham 

Assistant .Secreta ry for Administration 

Office of the Assistant Secretary for Administration 


Enclosure 








AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions mutt be U8Cferc*ifk*d and reach the In forum (ion Security Oversight Office (1SOO) so Inter than .Nov ember 15 following t lie reporting period.) 


PART A: Identifying Information 

1. tinier the Fiscal Year lhal Ibis report covers. 


1. 

2014 

2 Identify the Depurtniirat* Imlepeniknt agency, or fciablbiimcnt that is 
co'-ercd by this ie^ort. 

2, 

USD A 

3. Holer the name ritl*. address. phmv fix. and e mail address of the Senior 
Agency O facial (ms defined mE.O. 13526. section 5.1(d)) responsible for this 
report. 

% 

■Ww ■UiNuJu.j^iiv.Unwwrj ,<r» 

Cm. W.**.h »«r 



4. Enter the mime, title phone, fax. and email address for the point^f-contud 







responsible lor answering questions about this rcpoil. 

IWAwAWJ 



PART B: Officials >vitli Original C 

htssifiottioi) Authority 



5. Enter Ihc number of agency officials whose highest !c\cl of origintil classification authority « TOE SECRET. 

5. 

O' 

6. Enter the number of agency officials whose highest level of original class itieat for. authority is SECRET. 

l! 

7. Inter the number of agency officials whose highest level of original classilicjiinn ciultorhy is CONHDKNTIAL. 

7. 

0 

&. Totol number of officials w idi original classification authority (Sum of blocks 5.6. &. 7) 

S. 

1 

PART C: Original Classification Decisions 

Original classification is on initial determination that the mldirraliofi to bo classified has nof been previously classified by any oilier authority. It also 
meets the following conditions (1) it w*s classified by an original classification authority: (2) die information is owned h> or for. or is ui Jer Ihc 
control of Ihc Lniled .‘slates (xn eminent: (3) it lulls into at leas: one ol the categories from section 1 A of ii.O. 13526: and (4) unauthorized disclosure 
could reasonably be e\|iec!cd to icsult ir dtvnagc to the national security (Pro\ ide infoimatton on all original classification decisions, regardless of 
the media, iocluiling those documented and disseminated via email. Do not count ic ^eductions ov copies.) 

9. Enter ihc ctvirber o iirigirml T OP SECRET classification deersums made during the reporting period with 
dceUnwiiUafiun instructions of 10 *cm or less. 

9. 

0| 

U Euler the number or original TOP SECRKT davsilkatu»n decision? made during i he .spoiling period w irfi 
dcdasrificarimi instructions ranging from ever 10 year* to 25 years. 

10 

i 

Q j 

U. Total number ofTOP SECRET original classification decisions. (Sum of blocks 0 A Id. 

11. 

3 

12. Filler the number of original SECRET classification decision* made during l lie reporting period v« ifb declassification 
ioiructhmv of M j cars or less. 

12. 

d! 

1 

13. tinier Ihc number of original SECRET cbissilicnlkHi decisions made durinp Ihc reporting jvrnxl with t’ecli fritted ion 
iiulruclioiu reuxinc from over 10 ytart to 25 >enr.s. 

13. 

ol. 

14. Total number ofSIX'RtCT origin.il classification decision,*, (Sum of blocks 1 

2,<i in 

)4 

i 

0 

15, frier the ixuobor of original CONFIDENTIAL cbssilitarion decisions made iltuing the reporting period with 
dccLittificatiau instructions of 10 years or le*LV. 

15. 

0 

16. 1 rler the lumber of nrigrrtrtf CONFIDENT I \1. class!Ilea 1 ton decisions made during the i eportinj period w ii<i 
declass ifiotfiun iiirtnitriun.N nwuriwrTrom over 10 vein to 15 yean. 

16. 

0 

17. Total number of CONFIDENT! \L original da$sific 4 (tao decision*:. (Sum of blocks 15 22 16) 

17 

o! 

(3. TtJtal number ol original cfcissilicaiion decisions. (Sum ef blocks 11. 14. & 17) 

IK 

o! 

PART'D; Derivative Classification Decisions 

Dcrtailhe classification is the incoipo. ill ing. paraphrasing, restoring, or generating in new torn information that k nlreaJy classified. This induces 
classification hiw'd on clarification guides <» other source documcnlx (Preside hi fort nation on all classification decisions, regardless of the media, 
including tlm.se documented and disseminated s in email. Do not vi o.it reproductions oc conic*.I 

19. Enter the nunhe* oi derivative 1 OP SEC RE 1 classification decisions made during the reporting penoU. 

19. 

15 

20. I ".Did the munKv ol deiTviitivc .SECRET drtssifiuUiMi decisions H ide during i lie repo sing period. 

20. 

662 

2i. Entei the number of derivative CONK1DE.N I'tAl. cla^ili cation ifecisions made durinp the reporting period. 

21 

3 

22. Total luitilviol\ieri>aliveclsu^ificuiondecision^ (Sum « f blocks 19. 20. & 

21) 

22. 

680: 


N MtON V \KCHft r5 .\.\» KLCOftDS Af>MINtR * RaHON 


AuriKiRi/ta) \m i.ocal ri vrodixtjon 

P.c\ iOin cdll'fin k tt'ihahlc 


STANDARD FORM 311 tREV M3) 
Krccnbcdln N \RA ISOO 
32CTR2u)i 1:0 15$:* 








































































PART E: Mandatory Declassification Review Requests and Appeals 

A "Request’' is. an individual initial review requestor appeal, regard lessor* the number of document* or pages to be reviewed .us part of tlx? request. 
Report only requests for your agency in which your agency is responsible for die dual decision. 

23. River the rumherof requests received dining the reporting period. 

*>3. 1 

24. Rater the rtunber of requests dosed dnriiK the reporting period. 

24. | 

2 5. Enter tlte number of requests that hav e been unresolved for ov a one >ear. 

25. 0 

26. Enter the average number of days to icsohc cad) request. 

26. 120 

27. Enter the number of appeals received during the repeating. period. 

27. 0 

2S. Enter the ntrnbcr of appeals closed airing the reporting period 

2<S. 0 

29. Enter the number of appeals that have been unresolved loi ov si one year. 

29. (i 

30 Enter the average number of das v to resoh e each apped. 

30. 0 


31 Enter the munoer or referred requests received cturr.ig the reportng period. 

31. 0 

32. Enter the number of’ referred appeals received during die reporting period. 

32. 0 

PART F: Mandatory Declassification Review Decisions in Pages 

3.5. Enter the number uf requested {nigcs that were dcchsriftoJ in full. 

33. 0 

34 Fntci the number of requested pagei that vwie ileetos* lied in pul. 

34. Q 

35. Enter the number of requested pages Lint nine denied diclusa ficarion. 

35. 0, 

36. Total numbci of requested pages acted on (Sum of blacks 3?. 34. & 35) 

36. o' 

37. Enter the number of appealed pages ib.il wcic declassified i») full. 

37. (j; 

3S. [liter the number of appealed pages ihnt wore declassified in part. 

3S Ol 

59. Enter the number of appealed pages tluit were denied dcelassJHXlio.i. 

39. of 

I 40. Total number uf appealed pages tided on. (Sum offckreoi 57.38. <K 39) 

-d. o 1 

_L 

i -? 

PART G: .Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number of pages rev iewed th-il wc.e vahjee? to automatic* declassificatina unite i scclioi) 3.3 uf L-(). 13526 

4|. 01 

42. bnier the number of jxiics declassified under nutomctic derhivuiicatiou. 

12. 0 

43. Hntenlve number of pages review «J that wevs ibjeci to system:* tie dcrl:is«ifientkm under ?tvtion 3.4 off <) nv>6 

43, 0 

• 41. Enter ire number'of paces declassified iiihior systematic declassification. 

44. 0 

! 45. Enter ti e n.imber ol pages reviewed that wore subject to discretionary declassification ..iidci seuhxi 5.1 ol E.0. I352f). 

45. 0 

46. tnlcitlc iiumbei of jvtgcs I’tchiSMftcd uudci di.Micuoaat > dcvEnsi flea [ion. 

46. 0 

PART f?: 1 ntcma! Agency Oversight 

47. Enter the ibiuAvr uf self'inspections conducted by your agency, cm cring any aspect of the senility cU&sificjtion 
p.ogram. din ing the xyerlinsi period. 

47. , 

4H. Enter the number ol challenges ^rocesstd by voui agency to the davsillcmion of in form ri ion believed to lx* i r.iprapcrly 
classified or mi classified. fE.O. 13526. sect km 1.8) 

lo 0 

49. Entei themimhci ol c!»lle<tgcv w.Wc livecbssilkiitioiistanu* wa*ftilU affirmed. 

49. 0 

5i) l*i ter die mii'taiof challenges w wre die clns*4ftci<(ku« states was overturned in .v(to!c ur in part. 

50. U 

j 51 Frttr the munlvr of*security rt:*v«ific:i:mu guides created by vmr agency :mc cvrreiitly in use. 

51. Of 

_L 
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_ PART 1: Explanatory Comments ____ 

Ose this space to elobon.u* cn any \eak>it of this forw. Jf ante Sjxuv is wetted /xovkf* its cm affachincut u* thhbttn. Provide ssfjitjtatianx foe any 
significant cf ranges :n trend* numbers from the previous yarn s report. ___ 

Part B: 

A point of clarification, there is only oik OCA for USDA, fast year block 6 and 1 had one ide:ttf cci. This was intended to represent there is only oik ] 
OCA for Secret and Confidential. U was explained dining the ISOO review lhai ISOO interprets that to mean (here are two separate OCA'S. This has 
been corrected, within USDA there only being one OCA at (Ik Secret level i 


PART D Signilicuill changes in reporting: 

USOA has a significant .eduction in derivatively classified information that was reported in 2014. This reduction is driven b> the 2014 ISOO review*. 
'/Tie ISOO team lead Joe Taylor identified USDA should only count electronic mail where the sender made a classified contribution to the message, 
not when an automated system forces a classified response because of autonmied morking tools USDA was using the guidance provided in the 2013 
marking guide published by ISOO. which requited all classified to be marked with a human readable markings. Th ireview identified a discrepancy in 
how the classified systems such as JWICS and HSON automated marking systems force a classified marking to be automatically applied at the level it 
was orginally sent. By using the automated tool, the result was a simple jesponse such as. 1 here is the attachment you asked for" was marked at the 
elossfied level it was sent even when iJk i espouse is unclassified. This created a conflict between the basic marking criteria and w hat is really r, 
classified response. This new criteria for collecting the number of classification decisions was provided to ihc agencies and the reporting numbers 
have significant)} been reduced as a resuli of tins change. 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period.) 


PART A: Identifying Information 

1. Enter die Fiscal Year that this report covers. 

1. 2013 

2. Identify the Department, Independent agency, or Establishment that is 
covered by this report. 

2. 

Department of Agriculture 

3. Enter die name and title of the Senior Agency Official 
(as defined in E.O. 13526, section 5.4(d)) responsible for this report. 

3. 

4. Enter die name, title, phone, and email address for the point-of-contact 
responsible for answering questions about this report. 

4. 

PART B: Officials with Original Classification Authority 

5. Enter the number of agency officials whose highest level of original classification audiority is TOP SECRET. 

5. 0 

6. Enter the number of agency officials whose highest level of original classification audiority is SECRET. 

6. 1 

7. Enter the number of agency officials whose highest level of original classification audiority is CONFIDENTIAL. 

1 

8. Total number of officials with original classification authority. (Simi of blocks 5, 6. & 7) 

8. 2 

PART C: Original Classification Decisions 

Original classification is an initial determination diat the information to be classified has not been previously classified by any other authority. It also 
meets the following conditions: (1) it was classified by an original classification authority: (2) the information is owned by or for. or is under the 
control of the United States Government: (3) it falls into at least one of the categories from section 1.4 of E.O. 13526: and (4) unaudiorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
the media, including those dociunented and disseminated via email. Do not count reproductions or copies.) 

9. Enter die number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9. 

0 

10. Enter the number of original TOP SECRET classification decisions made dming the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 

11. 

0 

12. Enter die number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

12. 

0 

13. Enter the number of original SECRET classification decisions made diuing the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

14. 

0 

15. Enter the munber of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11. 14. & 17) 

18. 

0 

PART D: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new 7 form information that is already classified. This includes 
classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media, 
including those documented and disseminated via email. Do not count reproductions or copies.) 

19. Enter the munber of derivative TOP SECRET classification decisions made diuing the reporting period. 

19 - 2.940 

20. Enter the munber of derivative SECRET classification decisions made diuing the reporting period. 

20 - 6.850 

21. Enter the munber of derivative CONFIDENTIAL classification decisions made diuing the reporting period. 

21 • 240 

22. Total number of derivative classification decisions. (Sum of blocks 19. 20. & 21) 

10.030 
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Department of Agriculture 


PART E: Mandatory Declassification Review Requests and Appeals 

A “Request” is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only requests for your agency in which your agency is responsible for the final decision. 

23. Enter the number of requests received during the reporting period. 

23. 

2 

24. Enter the number of requests closed during the reporting period. 

24. 

2 

25. Enter the number of requests that have been unresolved for over one year. 

25. 

0 

26. Enter the average number of days to resolve each request. 

26. 

15 

27. Enter the number of appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals closed during the reporting period. 

28. 

0 

29. Enter the number of appeals that have been unresolved for over one year. 

29. 

0 

30. Enter the average number of days to resolve each appeal. 

30. 

0 


31. Enter the number of referred requests received during the reporting period. 

31. 

3 

32. Enter the number of referred appeals received during the reporting period. 

32. 

0 

PART F: Mandatory Declassification Review Decisions in Pages 

33. Enter the number of requested pages that were declassified in full. 

33. 

89 

34. Enter the number of requested pages that were declassified in part. 

34. 

89 

35. Enter the number of requested pages that were denied declassification. 

35. 

0 

36. Total number of requested pages acted on. (Sum of blocks 33, 34, & 35) 

36. 

178 

37. Enter the number of appealed pages that were declassified in full. 

37. 

0 

38. Enter the number of appealed pages that were declassified in part. 

38. 

0 

39. Enter the number of appealed pages that were denied declassification. 

39. 

0 

40. Total number of appealed pages acted on. (Sum of blocks 37, 38, & 39) 

40. 

0 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O. 13526. 

41. 

0 

42. Enter the number of pages declassified under automatic declassification. 

42. 

0 

43. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 

43. 

0 

44. Enter the number of pages declassified under systematic declassification. 

44. 

0 

45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526. 

45. 

0 

46. Enter the number of pages declassified under discretionary declassification. 

46. 

0 

PART H: Internal Agency Oversight 

47. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 

47 


classified or unclassified. (E.O. 13526, section 1.8) 


10 

48. Enter the number of challenges where the classification status was fully affirmed. 

48. 

0 

49. Enter the number of challenges where the classification status was overturned in whole or in part. 

49. 

0 
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Department of Agriculture 


_PART I: Explanatory Comments_ 

Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any 
significant changes in trends/numbers from the previous year’s report. 

Part G- the current security classification guide was formally implemented in 2010 most of the information classified under this SCG has not passed 
the declassification time line so there have been no automatic declassification as related to the USD A SCG. Recent self inspections and a review from 
our OIG also identified that the current records management system is not robust enough to track with confidence when a document should be 
reviewed, the SAO is in the processes of implementing a new security information management system that will be automated and have the document 
tracking and management tools necessary to implement a annual review and audit of all USD A documents. Its expected the SIMS database will be in 
place and operational in the third quarter of FY14 and will be updated with the appropriate information by the end of the 4th quarter. 

Part D- the number of derivatively classified documents varies from year to year, the majority of derivatively classified information is generated on the 
HSDN classified DHS network and the IC community classified system JWICS. there are just over 400 users within the department that use these 
systems to communicate with their counterparts via E-MAIL, this is where the majority more that 80 percent of the derivatively classified information 
comes form, because this information is not accountable on these systems the number is an estimate based on what a average user does in a average 
week. One core reason we have see a reduction in the amount of classified generated is we have had position vacancies Strategic Information Branch 
is is the primary office for creating classified products. 
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United States 
Department of 
Agriculture 

Office of the 
Assistant 
Secretary for 
Administration 

1400 Independence 
Avenue SW 

Washington, DC 
20250-5010 


TO: 


FROM: 


John. P. Fitzpatrick 
Director, 

National Archives and Records Administration 
Information Security Oversight Office 

Dr. Gregory L. Parham 
Assistant Secretary 
for Administration 




NOV 


SUBJECT: FY 16 U.S. Department of Agriculture Security Classification 

Management Program Data 


The U. S. Department of Agriculture (USDA) has a small Classified National 
Security Information (CNSI) footprint with most needs stemming from coordination 
with National Security Council Staff on food and agriculture defense as well as 
continuity of operations requirements. 

As the Senior Agency Official (SAO), I continue to be actively engaged in advancing 
our program by addressing the recommendations from the Information Security 
Oversight Office (ISOO), reducing the number of classified documents, and 
overseeing the continued education of our workforce to provide informed 
classification decisions and generally improve CNSI handling and reporting at 
USDA. 


I thank you for the support and guidance ISOO has provided and look forward to a 
continued collaboration between USDA and the National Archives and Records 
Administration. 


Attachment: 

USDA Agency Security Classification Management Program Data Report 
for FY 16 (SF-311) 


7 2016 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period ) 


PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 

1 2016 

2. Identify the Department, Independent agency, or 
Establishment that is covered by this report. 

USDA: United States Department of Agriculture 

3. Enter the name and title of the Senior Agency 
Official (as defined in E.O. 13526, section 5.4(d)) 
responsible for this report. 

**' Dr. Gregory Parham, Assistant Secretary for Administration 

4. Point-of-contact responsible for answering questions about this report: 

4a. Name: 


4b. Title: 

4 ^ Chief, Personnel and Document Security Division 

4c. Email address: 

DM. us da .gov 

4d. Phone number: 


PART B: Officials with Original Classification Authority 

5. Enter tlie number of agency officials whose highest level of original classification authority is 'POP SECRET. 

5 - 0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. , 

7. Enter the number of agency officials whose highest level oforiginal classification authority is CONFIDENTIAL. 

7 0 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, and 7) 

8. , 

PART C: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It 
also meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under 
the control of the United States Government: (3) it falls into at least one of the categories from section 1.4 of E.O. 13526: and (4) unauthorized 
disclosure could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, 
regardless of (lie media, including those documented and disseminated via email. Do not count reproductions or copies.) 

9. Enter the number oforiginal TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9 0 

10. Enter tlie number oforiginal TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. 0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 and 10) 

"• o 

12. Enter the number of original SEC!RET classification decisions made during the reporting period w ith 
declassification instructions of 10 years or less. 

12. 0 

13. Enter the number oforiginal SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

.3. , 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 

14 . 

15. Enter the number oforiginal CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 0 

16. Linter the number of original CONFIDENTIAL classification decisions made during (lie reporting period with 
declassification instructions ranging front over HI years to 25 years. 

16. Q 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

17. 0 

18. Total number oforiginal classification decisions. (Sumofblocks 11, 14, and 17) 

18. 1 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED 1 OR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (REV 03-16) 
Prescribed by NARA/ISOO 
32CFR200I E.O. 13526 


































USDA: United States Department of Agriculture 


PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

35. Filter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526. 

35. 0 

36. Enter the number of pages DECLASSIFIED under automatic declassification. 

36. 0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 

E.O. 13526. 

32. 0 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 

38. 0 

39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of 
E.O. 13526. 

39. o 

40. Enter the number of pages DECLASSIFIED under discretionary declassification. 

O 

o 

PART H: Internal Agency Oversight 

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (E.O. 13526, section 1.8) 

41. o 

42. Enter the number of CHALLENGES where the classification status was fully affirmed. 

42. 0 

43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part. 

43. o 

PART’ 1: Intelligence Community (1C) Information 

This section applies only to IC agencies and IC components of other agencies who originally apply the ORCON and ORCON-USGOV 
dissemination control. This information, along with ISOO’s annual inspection reports will be used to inform the annual report to the DNI on the 

use of classification markings. 

Organ i/.at ion’s classified disseminated analytic product (as defined in IC'D 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON. 

44. Enter PERCENTAGE of your organization's classified disseminated analytic products originally marked 

ORCON. 

44 ‘ 0.00% 

45. Enter TOTAL NUMBER of your organization’s classified disseminated analytic products originally marked 
ORCON. 

45 - 0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 

46. 0 

47. Enter the NUMBER OF REQUEST'S approved for expanded dissemination of ORCON in part. Provide 
explanation for partial denial in part J below. 

4 7. 0 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

48. 0 

Organization's classified disseminated analytic product (as defined in IC’D 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON USGOV. 

49. Enter PERCENTAGE of your organization’s analytic products originally marked ORCON-USGOV. 

49 ■ 0.00% 

50. Enter TOTAL NUMBER of your organization’s analytic products originally marked ORCON-USGOV. 

50. 

51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background 
information on each occurrence in Part J below. 

51. 

52. Has your organization been NEG ATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control marking? If yes, provide explanation in Part J below. 

52 ' N/A 
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USDA: United States Department of Agriculture 


PART I): Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is al 
includes classification based on classification guides or other source documents. (Provide information on all classificatic 
the media, including those documented and disseminated via email. Do not count reproductions or cc 

ready classified. This 
m decisions, regardless of 
ipics.) 

19. Enter the number of derivative T OP SECRET classification decisions made during the reporting period. 

19. , 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20. 

47 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 

1 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, and 21) 

22. 

49 

PART E: Mandatory Declassification Review Requests 

A “Request” is an individual initial review request, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only requests for your agency in which your agency is responsible for the final decision. 

23. Enter the number of REQUESTS received during the reporting period. 

23. 

0 

24. Enter the number of REQUEST'S closed during the reporting period. 

24. 

0 

25. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in full. 

25a. 

0 

b. Declassified in part. 

25b. 

0 

c. Denied declassification. 

25c. 

0 

d. T otal number of requested pages acted on. (Sum of blocks a, b, and c) 

25d. 

0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. 

0 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request. 

27. 

0 

28. Enter the number of REFERRED REQUESTS received during the reporting period. (Number of requests 
referred to your agency from another agency) 

28. 

0 

PART F: Mandatory Declassification Review Appeals 

An “Appeal” is an individual request for appeal, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only appeals for vour agency in which vour agency is rcsnonsiblc for the final decision. 

29. Enter the number of APPEALS received during the reporting period. 

29. 

0 

30. Enter the number of APPEALS closed during the reporting period. 

30. 

0 

31. Of the APPEALS entered into block 30, enter the number of pages that were: 

31. 

a. Declassified in full. 

31a. 

0 

b. Declassified in part. 

31b. 

0 

c. Denied declassification. 

31c. 

0 

d. Total number of appealed pages acted on. (Sum of blocks a, b, and c) 

3 Id. 

0 

32. Enter the number of APPEALS that have been unresolved for over one year. 

32. 

0 

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 

33. 

0 

34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 
to your agency from another agency) 

34. 

0 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Ov ersight Office (ISOO) no later than November 15 following the reporting period.) 


PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 

1 2017 

2. Identify the Department, Independent agency, or 
Establishment that is covered by this report. 

9 

USD A: United States Department of Agriculture 

3. Enter the name and title of the Senior Agency 
Official (as defined in E.O. 13526. section 5.4(d)) 
responsible for this report. 

Acting Director OHSEC 

4. Point-of-contact responsible for answering questions about this report: 

4a. Name: 

4a 

4b. Title: 

^ Senior INFOSEC Specialist 

4c. Email address: 

4c @dm.usda. gov 

4d. Phone number: 


PART B: Officials with Original Classification Authority 

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5 - 0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. i 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7 - 0 

8. Total number of officials with original classification authority. (Sum of blocks 5. 6. and 7) 

8 1 

PART C: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It 
also meets the following conditions: (1) it w r as classified by an original classification authority: (2) the information is owned by or for. or is under 
the control of the United States Government: (3) it falls into at least one of the categories from section 1.4 of E.O. 13526: and (4) unauthorized 
disclosure could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, 
regardless of the media, including those documented and disseminated via email. Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9 - 0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. 0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 and 10) 

1L 0 

12. Enter the number of original SECRET classification decisions made dining the reporting period with 
declassification instructions of 10 years or less. 

12. 0 

13. Enter the number of original SECRET classification decisions made dining the reporting period with 
declassification instructions ranging from ov er 10 years to 25 years. 

13 ' 0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 

14 ' 0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period w ith 
declassification instructions ranging from over 10 years to 25 years. 

16. o 

17. Total number of CONFIDENTIAL original classification decisions. (Smn of blocks 15 and 16) 

17. o 

18. Total number of original classification decisions. (Siun of blocks 11, 14. and 17) 

18 ' 0 
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USD A: United States Department of Agriculture 


PART D: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This 
includes classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of 
the media, including those dociunented and disseminated via email. Do not count reproductions or copies.) 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19. 

26 

20. Enter the number of derivative SECRET classification decisions made duiing the reporting period. 

20. 

25 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 

5 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20. and 21) 

22. 

56 

PART E: Mandatory Declassification Review Requests 

A "Request" is an individual initial review request, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only requests for your agency in which your agency is responsible for the final decision. 

23. Enter the number of REQUESTS received during the reporting period. 

23. 

0 

24. Enter the number of REQUESTS closed duiing the reporting period. 

24. 

0 

25. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in full. 

25a. 

0 

b. Declassified in part. 

25b. 

0 

c. Denied declassification. 

25c. 

0 

d. Total number of requested pages acted on. (Sum of blocks a, b. and c) 

25d. 

0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. 

0 

27. Enter the A\TRAGE NUMBER OF DAYS to resolve each request. 

27. 

0 

28. Enter the number of REFERRED REQUESTS received during the reporting period. (Number of requests 
referred to your agency from another agency) 

28. 

0 

PART F: Mandatory Declassification Review Appeals 

An "Appeal" is an individual request for appeal, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only appeals for your agency in which your agency is responsible for the final decision. 

29. Enter the number of APPEALS received during the reporting period. 

29. 

0 

30. Enter the number of APPEALS closed during the reporting period. 

30. 

0 

31. Of the APPEALS entered into block 30, enter the number of pages that were: 

31. 

a. Declassified in full. 

31a. 

0 

b. Declassified in part. 

31b. 

0 

c. Denied declassification. 

31c. 

0 

d. Total number of appealed pages acted on. (Sum of blocks a. b. and c) 

3 Id. 

0 

32. Enter the number of APPEALS that have been unresolved for over one year. 

32. 

0 

33. Enter the AMiRAGE NUMBER OF DAYS to resolve each appeal. 

33. 

0 

34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 
to your agency from another agency) 

34. 

0 
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USDA: United States Department of Agriculture 


PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526. 

35. 0 

36. Enter the number of pages DECLASSIFIED under automatic declassification. 

36. 0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 

E.O. 13526. 

37. 0 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 

U> 

00 

o 

39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of 
E.O. 13526. 

39. o 

40. Enter the number of pages DECLASSIFIED under discretionary declassification. 

40. 0 

PART H: Internal Agency Oversight 

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (E.O. 13526. section 1.8) 

41. 0 

42. Enter the number of CHALLENGES where the classification status was fully affirmed 

42. o 

43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part. 

43. 0 

PART I: Intelligence Community (IC) Information 

This section applies only to IC agencies and IC components of other agencies who originally apply the ORCON and ORCON-USGOV 
dissemination control. This information, along with ISOO's annual inspection reports will be used to inform the annual report to the DNI on the 

use of classification markings. 

Organization’s classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON. 

44. Enter PERCENTAGE of your organization's classified disseminated analytic products originally marked 

ORCON. 

44 - 0.00% 

45. Enter TOTAL NUMBER of your organization's classified disseminated analytic products originally marked 
ORCON. 

45 - 0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 

46. o 

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 
explanation for partial denial in pail J below. 

4 7. o 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

O 

00 

TT 

Organization’s classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON-USGOV. 

49. Enter PERCENTAGE of your organization's analytic products originally marked ORCON-USGOV. 

49 - 0.00% 

50. Enter TOTAL NUMBER of your organization's analytic products originally marked ORCON-USGOV. 

p 

o 

51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background 
information on each occurrence in Part J below. 

51. o 

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control marking? If yes. provide explanation in Part J below. 

52 ' N/A 
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USDA 



United States 
Department of 
Agriculture 

Office of 
Homeland 
Security and 
Emergency 
Coordination 

1400 

Independence 
Avenue SW 

Washington, 

DC 

20250 


To: Mark A. Bradley 

Director 

Information Security Oversight Office 
National Archives and Records Administration 


FROM: 


Josh Bomstein 
Acting Director/'^ 


NOV 6 2017 


SUBJECT: FY17 Agency Security Classification Management Program Data 


Overall, USDA has a small Classified National Security Information (CNSI) 
footprint with most of the needs being driven by White House requirements and 
food safety/defense topics. 


As the Senior Agency Official, I continue to actively address the concerns identified 
in the May 11-12, 2016, Follow-Up Review to improve the CNSI program at 
USDA. 

I thank the Information Security Oversight Office for the support and guidance and 
look forward to future collaboration between USDA and the National Achieves and 
Records Administration. 

Attachment: 

Standard Form 311: USDA Agency Security Classification Management Program 
Data 



